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1. Introduction

Statistical Disclosure Control is a field in statistics that has attracted much attention
in recent years. Decision-makers demand more and more detailed statistical
information; and researchers have the capacity to perform complex statistical
analysis on their powerful PCs and they desire detailed microdata. Therefore there is
a growing pressure on the statistical offices to publish more and more detailed
information. But National Statistical Institutes (NSls) have to preserve the balance
between their task as data providers and their legal and moral obligation to preserve
the privacy of respondents, who have trusted their individual information to them.
Without respondents there is no statistical information.

The 5th Framework program CASC project is a major effort to bring the standards of
Statistical Disclosure Control (SDC) to a higher level. This project aims at a
combination of research and the development of practical tools. Achieving practical
results that can be applied easily in the practical production process was the central
issue in this project. The ARGUS-software twins, both for microdata as well as
tabular data, are the more visible results of the CASC project. But also many
research papers have been published as a result of the CASC-project.

New information systems make the publishing of large tables a possibility, where
previously the physical limit of the paper publications would restrict the amount of
detail that could be published. In addition to tables, also the microdata themselves
are becoming a more and more attractive form of output, as researchers nowadays
are very well capable of performing complex analysis on these data themselves.

Even though this is a very positive development, there is another side of the coin.
When NSIs are collecting the information needed to compose these large statistical
databases, they must guarantee the confidentiality of the information provided to
them by the respondents; NSIs must also safeguard respondents’ confidentiality. In
addition to this being a legal obligation, it is also vital for maintaining the confidence
of respondents.

In this report we will give a summary of the results of the CASC project. The work in
CASC falls into in two major topics: SDC of microdata and SDC of tabular data.

2.  Starting point

The CASC project was not the first project in this field. In the 4™ Framework project
we have seen already the SDC project, a consortium of partners in The Netherlands,
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United Kingdom and Italy. This project aimed more at the research side of Statistical
Disclosure Control but already the first versions of the ARGUS software emerged
from it. Positive side effects of the SDC project were the growing awareness of major
project partners that European cooperation was a very good way of working. This led
to long and intense discussions on the proposal of a new project for the

5" Framework. It was a common feeling between the partners that we should aim at
practical results, leading to methods that could be easily used in the daily practice in
the statistical institutes and similar institutes. So the software developments i.e.
H-ARGUS and 1-ARGUS became the key issue on this project. We accepted only
research that could lead to practical extensions of ARGUS. Eventually the CASC-
project was submitted and after some discussions with Eurostat and a successful
negotiation phase this project was approved. January 1% 2001 became the official
starting point for CASC, a three year project, which in the end was extended with six
months, only to allow us to organise a final meeting/conference under nice
circumstances in Barcelona.

3. Results

3.1 Introduction

The aim of this paper is to give an overview of all the results achieved during the
CASC-project. We will only summarise the major results here, as all the deliverables
of CASC are available via the CASC website (http://neon.vb.cbs.nl/casc/default.htm).
Many reports, but also both ui-ARGUS and 1-ARGUS can be downloaded from this
website. As the software is the outcome of this EU-funded project, it can be used
free of charge.

3.2 Microdata

For microdata we have investigated methods like micro-aggregation, rank swapping,
Sullivan’s masking method, qualitative microaggregation and post-randomisation.
Besides this, we have developed further the Franconi-Benedetti risk models to
assess the disclosure risk per record and per household. This all has been built in
H-ARGUS in addition to the Dutch (simple) risk approach. At a certain stage in the
project we have drawn the conclusion that Sullivan’s masking method was
theoretically interesting, but an efficient implementation that also could be used in
daily practice was too complicated. The application requires too much technical
knowledge by the data protectors. So we discontinued the research here and
devoted the remaining part of the project to the start of the development of record-
linkage software that eventually can be an extension of u-ARGUS.

Josep Domingo-Ferrer of the University Rovira i Virgili coordinated the research on
microdata, while the development of the ui-ARGUS software implementing many
research results was the responsibility of Anco Hundepool, CBS.

3.2.1 Masking methodology

3.2.1.1 Model-Based Methods for Disclosure Limitation

Istat and the University of Plymouth have collaborated in developing methods for
disclosure limitation of microdata, especially focusing on business surveys. A
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“‘model-based" approach has been pursued, and several models for the release of
safe microdata files have been investigated.

In Franconi and Stander (2002) we outline a new method for disclosure limitation of
business microdata. The method builds regression models for the continuous
variables to be protected. Some of the fitted values from these models are then
shrunk before being released. In addition, a method based on principal components
analysis for defining broader categories for releasing geographical area is proposed.
In experiments on microdata from the Community Innovation Survey of
manufacturing and service sector enterprises, the methodology developed offers
more protection than microaggregation and very often leads to smaller error.

In Polettini, Franconi and Stander (2002) it is argued that any microdata protection
strategy, such as those involving parametric probability models, matrix masking,
coarsening, microaggregation, noise injection, and perturbation, can be based on a
formal reference model. The method proposed by Franconi and Stander (2002) is
examined in considerable detail, yielding valuable insights and suggestions for
further research.

The model-based protection procedure of Franconi and Stander (2002) is extended
in Franconi and Stander (2003) by allowing the model to take account of the spatial
structure underlying the geographical information in the microdata. The Gibbs
sampler is used to perform the computations required by this spatial approach. In
experiments, it was found that, although the spatial method often induced higher
inferential errors, it almost always provided more protection. Moreover, the
aggregated areas from the spatial procedure can be somewhat more spatially
smooth, and hence possibly more meaningful, than those from the non-spatial
approach. The application of these model-based protection procedures to more
spatially extensive data sets was also discussed.

In Burridge (2003) a disclosure limitation method that explicitly preserves certain
information contained in the data is proposed. The data are assumed to consist of
two sets of information on each respondent: public data and specific survey data.
The public data are altered in some way to preserve confidentiality, whereas the
specific survey data are disclosed without alteration. The method proposed is a
model-based approach that utilizes the information contained in the sufficient
statistics obtained from fitting a model to the public data by conditioning on the
survey data. Deterministic and stochastic variants of the method are considered.

In Polettini (2003) a new disclosure limitation procedure based on simulation is
proposed. The key feature of the method is to protect microdata by drawing artificial
units from a probability model estimated from the observed data. Such a model is
designed to maintain selected characteristics of the empirical distribution. The
simulated data reproduce on average the sample characteristics. The model has a
semi-parametric component, based on the maximum entropy principle, and a
parametric component, based on regression. The use of the maximum entropy
principle leads to a distribution which is consistent with the given information but is
maximally non-committal with regard to missing information. Extensive
experimentations demonstrated the success of the method.

A further summary of some of the work on model-based methods for statistical
disclosure limitation performed under the CASC project was given in Burridge et al.
(2002) and in Stander, Franconi and Burridge (2003).
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Deliverable 5-D5 (part |) proposes a graphical method for joint assessment of
information loss and disclosure risk for the data to be released, while Deliverable 5-
D5 (part Il) discusses practical issues and solutions for the release of a EU-wide
microdata file of enterprises.

Finally, in Polettini and Stander (2003) we supply a comment on a theoretical basis
for perturbation methods proposed by Muralidhar and Sarathy.
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3.2.1.2 Microaggregation for numerical data

Multivariate microaggregation on unprojected data was identified as the best
performing form of microaggregation in the first three months of the project
(Domingo-Ferrer, Mateo-Sanz, Torra, 2001). To reach that conclusion, we had
previously defined information loss and disclosure risk methods to compare
continuous microdata masking. We then used the aforementioned measures to
refine our comparison and identify rank swapping as a suitable complement to
microaggregation. Thus, we decided it would make sense to have rank swapping
included in ui-ARGUS, along with microaggregation. The next activity was to write
portable and documented implementations of multivariate microaggregation and rank
swapping on unprojected numerical data.

At this moment, the need arose to benchmark microaggregation and rank swapping
against synthetic and hybrid microdata. Thus, we designed and implemented hybrid
microdata generation, where hybrid means a (additive or multiplicative) mixture of
original and synthetic microdata. We then compared the performance of this hybrid
masking with multivariate microaggregation and rank swapping. It turned out that
hybrid data and multivariate microaggregation performed similarly, according to our
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measures and are outperformed by rank swapping (Dandekar, Domingo-Ferrer,
Sebé, 2002). However, we observed that if we let the size of the hybrid data set be
much larger than the size of the original data set, then hybrid data tend to score
better and better.

The above and the rest of initial CASC work is documented in the book “Inference
Control in Statistical Databases” (Springer LNCS 2316), edited by Prof. J. Domingo-
Ferrer, and in the book “Privacy in Statistical Databases” (Springer LNCS 3050),
edited by Prof. J. Domingo-Ferrer and Dr. V. Torra.

Agreeing on test microdata sets was perceived as essential by all CASC people
working on microdata protection (microaggregation, additive noise, etc.). Thus, URV
and Destatis joined their efforts to produce a joint deliverable “Reference Data Sets
to Test and Compare SDC Methods for Protection of Numerical Microdata”.

Toward the end of 2002, we reached the integration stage of our microaggregation
and rank swapping software into u\-ARGUS. This required further software
adaptation and debugging, especially as far as categorical microaggregation was
concerned.

Work on microaggregation in the final year of CASC consisted of getting two Ph. D.
theses ready, one of which was monographic on microaggregation. We also
continued with the performance evaluation the security features of masking methods
alternative to microaggregation:

* We pointed out some safety weaknesses of noise addition (Domingo-Ferrer,
Sebé, Castella, 2004);

* We proposed a method for synthetic data generation which is as fast as
microaggregation, even though it very much damages subdomain analyses
(Mateo-Sanz, Martinez-Ballesté and Domingo-Ferrer, 2004).

* Finally, we analysed the protection that several microdata masking methods
provide for outliers. Microaggregation turns out to be the best option for
protecting outliers and rank swapping follows closely behind (Mateo-Sanz, Sebé,
Domingo-Ferrer, 2004).

Specific related publications produced under CASC are detailed below.
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3.2.1.3 Microaggregation for categorical data

An objective of CASC work on microaggregation was to come up with categorical
microaggregation methods. This was performed by drawing on fuzzy techniques
(Domingo-Ferrer, Torra 2002a and 2002c). Whereas straightforward distance-based
record linkage is suitable for analysing disclosure risk associated to numerical
microaggregation, we had to design an extension of distance-based record linkage
for categorical data (Torra, Domingo-Ferrer, 2003).

Work performed in the final part of CASC, including the one reported here, is
documented in the book “Privacy in Statistical Databases” (Springer LNCS 3050)
edited by J. Domingo-Ferrer and V. Torra. Specific references produced under
CASC are given below.
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and Data Analysis, eds. P. Grzegorzewski, O. Hryniewicz, M. A. Gil, Heidelberg: Physica-
Verlag, 2002, pp. 355-362.

3.2.1.4 Sullivan’s masking

According to the original CASC project plan, it was foreseen to include at least three
alternative methods that seemed to be suitable for production of safe micro-data files
from business statistics. In the course of the project, it became evident that one of
these alternative approaches, Sullivan’s algorithm, would probably turn out to be of
less practical relevance. A corresponding CASC research report (deliverable 1.1-D1,
(Brand, 2002)) was rather discouraging, emphasising that “... an algorithm as
complex as the one proposed by Sullivan can only be applied by experts. Every
application is very time-consuming and requires expert knowledge on the data and
the algorithm”. The report insinuated that it would be hard for National Statistical
Institutes to practically apply the method properly. Also, first results of a comparison
of the performance of Sullivan’s method to alternative methods for microdata
protection indicated that the gains of Sullivan’s method over microaggregation in
terms of data quality could be expected to be at most moderate, while the effort for
using Sullivan’s method is much higher. This conclusion gave the impression that for
practical applications it was likely that the method would be of minor relevance.

On the other hand, it became obvious that it would be a great benefit for i-ARGUS to
offer some kind of record linkage software for disclosure risk assessment which,
however, was not foreseen in the project plan. Therefore, CASC partners decided to
stop further work on Sullivan’s algorithm. They agreed it would be better instead to
use the part of the project budget originally meant to be spent on further research on
applicability of Sullivan’s method to pay work on implementation of a record linkage
tool.
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3.2.1.5 Record linkage tool

The software package p-ARGUS offers a variety of methods for producing safe
microdata files (see Hundepool et al., 2003). Users of the package are offered a
choice between methods, or they must select suitable parameters when applying a
method to a data set. When choosing an anonymization method, two aspects have
to be taken into account: information loss and data protection. An anonymization
method may perform well with respect to information loss, but it may not protect the
data sufficiently according to the user’s requirements.

Lenz (2003) proposes three procedures for record linkage to be used in order to
assess the disclosure risk of a protected micro-data file. One of the procedures is
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based on methods of multi-objective optimization, the others on simple heuristics.
Those three procedures have been implemented in SAS, and their performance on
real-life data sets was compared. It turned out that the second heuristic procedure
(see Lenz (2003a), section 4.1, Procedure 2) performs reasonably well compared to
the optimization approach, while the computational effort for the heuristic is much
lower (see Lenz, 2003 b). A C++ implementation of this procedure (deliverable
1.2-D6) has been delivered in December 2003 for integration in p.-ARGUS
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3.2.2 Risk assessment

The work on risk estimation was carried out by two teams. One team, led by Chris
Skinner, University of Southampton, measured the disclosure risk both at the file
level and the record level; the other team, led by Luisa Franconi, Istat, concentrated
on measuring risk at both the individual level as well as the household level.

3.2.2.1 The British approach.

Research was undertaken to develop methodology for the assessment of disclosure
risk for microdata. This research was concerned with the case of unperturbed
microdata, that is where no disclosure limitation methods have been employed, and
did not attempt to assess the disclosure protection provided by various methods of
disclosure limitation. Disclosure risk was defined as identity disclosure, which in
broad terms was conceived of as the probability that a microdata record may be
identified by record linkage between the microdata file and external data sources on
known individuals.

Measures of disclosure risk for microdata were developed at both the file level and
the record level. One record-level measure was defined in terms of the probability of
population uniqueness. An additional measure was defined by extending this
measure to a definition in terms of the probability that an observed match is correct.
Both measures depend on the specification of a log-linear model for an assumed set
of key variables and the choice of model was also considered.

Empirical evaluations of different versions of the new record-level measure were
undertaken using real survey data, including data from the UK General Household
Survey. The measures were found to be effective. For example, evidence was found
that the measures could discriminate between records of different levels of risk, in
particular records, which are very likely to be population unique could be identified by
consideration of records with high values of the measure.

The basic measures considered assumed that variables were recorded in the
microdata in the same way as in the external sources. This is an unnecessarily
conservative assumption, since in practice there will always be differences in the
way the variables are recorded, as a result of measurement error, definitional
differences or differences over time. Research was therefore also undertaken to
extend both file-level and record-level measures to the case of misclassification. The
extended definitions assumed that the misclassification process was known. Both
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theoretical and empirical evidence was provided that the extended measures had
useful properties.

3.2.2.2 The lItalian approach

Work carried out under the CASC project includes a thorough revision and
systematisation of the theory developed by Benedetti and Franconi (1998), with
some notable achievements concerning approximation and numerical evaluation of
the individual risk of disclosure. This work also benefits from the implementation, and
subsequent testing, of the risk methodology in ui-ARGUS, as performed under work
packages 1.2 and 6 (see CASC project Deliverables 1.2-D1, 1.2-D2, 6-D1 and 6-
D4). The results of this research work are presented in Polettini (2003), Franconi and
Polettini (2004) and finally in Polettini (2004). In these papers we motivate and define
the Benedetti-Franconi (B-F) individual risk, show that it can be expressed in terms
of the integral representation of the Gauss Hypergeometric function (see Abramowitz
and Stegun, 1965), and finally discuss an approximation to this quantity based on
the series representation and contiguity relations valid for the Gauss Hypergeometric
function. As already mentioned, such an approximation can be exploited to produce
more stable numerical evaluations of the B-F individual risk of disclosure.

The first paper also presents a useful analysis of different attack models and
scenarios and a helpful discussion about the practical issues in the application of the
individual risk methodology such as the setting of thresholds. The second and third
papers add further results for practical application of the methodology and also
discuss the so called household risk, which is a simple extension of the individual
risk measure to files of dependent records, as is the case for files of households.

A parallel achievement of the project is the implementation of the individual and
household risk measures into the final release of ui-ARGUS. A risk section has also
been contributed to the p1-ARGUS user manual.

Additional contributions to risk estimation provided under the CASC project include
Di Consiglio, Franconi and Seri (2003), and Stander (2003). In the first of these a
thorough simulation experiment for assessing the performance of the Benedetti-
Franconi risk methodology used in p-ARGUS is presented. It was found that the
Benedetti-Franconi risk methodology performed well, except possibly in the cases of
rare combinations of key variables. The second contribution takes the form of a
summary and discussion.

Polettini and Stander (2004) builds on previous work of Benedetti and Franconi to
define a Bayesian hierarchical model for risk estimation. A super population
approach, similar to the one adopted by other authors, is developed. For each
combination of values of the key variables the posterior distribution of the population
frequency given the observed sample frequency is derived. Knowledge of this
posterior distribution enables suitable summary statistics to be obtained that can be
used to estimate the risk of disclosure. One such summary is the mean of the
reciprocal of the population frequency or B-F risk as used in ui-ARGUS, but others,
such as the mode, are also investigated. Extensive experiments based on an
artificial sample of the Italian 1991 Census data, drawn by means of a widely used
sampling scheme, suggested that the approach works reasonable well and have led
to potential alternative strategies.
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3.2.3 u-ARGUS

ARGUS

Version:4 .00

Copyright Statistics Metherlands [2004]

The u-ARGUS software aims at the protection of microdata sets. The starting point
for the development of ui-ARGUS was a view of safety/unsafety of microdata that is
used at Statistics Netherlands. In fact the incentive to build a package like p--ARGUS
was to allow data protectors to apply the general rules for various types of microdata
easily, and to relieve them from the chore and tedium that producing a safe file in
practice can involve.

During the CASC-project we have rewritten the original prototype software using
Visual Basic for the user-interface and the management of the process, while Visual
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C++ is being used to program the more computationally intensive kernel. Several
modules supplied by the other partners are linked to ui-ARGUS via a DLL.

The aim of statistical disclosure control is to limit the risk that sensitive information of
individual respondents can be disclosed from data that are released to third party
users. Identifying variables are those variables for which the scores are easily known
to possible intruders, like municipality, sex etc. Based on frequency tables of
identifying variables an approximation of the disclosure risk is calculated. Records
are considered to be not safe, if a combination of its identifying variables does not
occur frequently enough in the population.

Traditional methods to hamper the possible re-identification of records are global
recoding and local suppression. Global recoding will reduce the amount of detail in
the identifying variables, while local suppression will change individual codes into
missing values. This main p-ARGUS window gives the user an overview of all the
unsafe combinations. This will give the user insight to which variables are most risky
and need to be modified. Several methods of global recoding are available for
hierarchical and non-hierarchical variables. Of course global recoding will reduce the
number of unsafe combinations, but on the other hand it will reduce the amount of
information in the resulting safe dataset. To find the balance between these two is
the key-task of a data-protector. u.-ARGUS facilitates easy inspection of the results of
various combinations of global recodings in order to choose the best one.

[E MU-ARGUS : H:4 Anco',MuArgus¥E' datata’,Demodata.asc 101 x|
File Specify Modify Output Help

BB @EYR RPRMEMRSGS GR|

| # unzafe records in every dimenzion |varial:-le: REGIOM

Code | Lakel | Freq | dim 1 | dim 2 | dma| -
b 1 Aalburg 44 i 49 90

SEx i 117 11966 2 Aalsmeer 18 1] 15 78

AGE 1] 1948 2664 3 Aalten 9 1] 19 34
MARSTAT I 104 235 4 Ter bar 13 I 29 B4
KIMDPERS I 186 453 5 Aardenburg 10 I 23 50
MNUMYDOUNG 1] 8 337 B Aarle-Ristel 12 1] 27 51
HNUMOLD 1] E 105 7 Abcoude 28 1] 53 a1
AGEYOUNG I 19 823 g Achtkarsp... 12 I 29 43
EDUCT 0 250 G4 9 Akersloot 7 0 25 56
EDUCZ 1] 389 £h4 10 Alblasserd... 20 1] 38 E3

ETHI I 106 170 1 Albrandsw... 1 I 22 33
FPRIOCCU I 236 390 12 Alkemade 43 I 55 98
POSLABM 1] 55 165 13 Alkmaar 16 1] 39 54
REGJOBC I Lt 168 14 Almelo 16 I 39 E5
RECBEM I 82 225 15 Almere 10 I il 56
RECUMBEN 1] 21 44 16 Alphen aa... 19 1] 43 80
RECODEBEN 1] ] 93 17 Alphen en .. 4 1] 15 39
RECEILL I 34 | 18 Ambt Delden 2 I 28 54
RECSOSEC 0 19 3 19 Arnbt Mont... 18 0 43 a1
RECPENS 1] 53 a7 20 Ameland 13 1] a7 B0
FPOSLABLY I 86 194 21 Amerongen a I 25 46
POSFACT I 87 213 22 Arnersfoart 7 I 23 43
COMPCODE 3 1022 1354 _ 23 Armmerzoden 16 1] 36 B3
T’“” ICO0C L] 1o0B 1ﬁl_|- 24 Amstelveen 18 1] 27 45 LI

L 2R drnstardarn . e n d;d 2] -

(L-FARGUS central window)

To replace the very basic risk approach new risk estimators have been investigated
in CASC (see section 3.2.2). Currently we have included the ltalian approach (see
section 3.2.2.2) in p--ARGUS, which also can take into account the structure of the
households. This risk estimation procedure will identify the records at risk. Also in
this case global recodings can be applied to find an acceptable level of detail given
your risk threshold.
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Thanks to all the research work in the CASC project several methods are now
available in pi-ARGUS:

1. Multivariate numerical microaggregation (grouping similar records together
and replacing values of numerical variables by their mean) (see section
3.2.1.2),

Rank swapping (exchanging values between neighbouring records),
3. Categorical microaggregation (see section 3.2.1.3)

4. Post Randomisation. PRAM is a method of disclosure protection, which was
not formally a part of the CASC project. However it is being investigated in
The Netherlands. The general idea is that certain identifying variables are
distorted with a given probability mechanism. So the datafile is protected by
this transformation. Nevertheless, if we supply the parameters of the distortion
mechanism, researchers can correct for this distortion on the level of the
estimated aggregates. On the one hand side, this is more complex for
researchers, but on the other hand we can supply them with a data file with
more detailed coding schemes.

5. Top and bottom coding (replacing the tails of the distribution by e.g. the mean
of the extreme values),

6. Rounding.

7. Noise addition. When a weight variable is present, this weight variable could
reveal certain information on other variables, e.g. if these variables were used
for the sampling frame. Adding noise to this weight variable could hide this
relation.

All these latter methods have in common that they will distort the individual records
and make the disclosure much harder. Nevertheless the resulting data files can be
very well used by researchers for their analyses.

When you are satisfied with the specification of your data file, in the end a safe data
file is written together with an extensive report of the modifications applied. This will
document the process of Disclosure Protection.

References
Anco Hundepool et al (2004), u-ARGUS 4.0 user manual, Statistics Netherlands, Voorburg.

3.3 Tabular data

3.3.1 Research on tabular data

Data collected within government statistical systems is usually provided as to fulfil
requirements of many users differing widely in the particular interest they take in the
data. Data are published at several levels of detail in large tables, based on
elaborate hierarchical classification schemes. In many cases, cells of these tables
contain information on single, or very few respondents. In the case of establishment
data, given the meta information provided along with the cell values (typically:
industry, geography, size classes), those respondents could be easily identifiable.
Therefore, measures for protection of those data have to be put in place. The choice
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is between suppressing part of the information (cell suppression), or perturbing the
data.

In T-ARGUS there is now a variety of options for a disseminator to formulate
protection requirements for respondent data. When cell suppression is used as
disclosure limitation technique, in a first step sensitive cells, are identified and will be
suppressed. In a second step, other cells (so called ‘secondary’ or ‘complementary’
suppressions) must be suppressed along with these so called ‘primary suppressions’
in order to prevent the possibility that users of the published table would be able to
recalculate individual respondent data.

The goal of secondary cell suppression is to find a valid suppression pattern
satisfying the protection requirements, while minimizing the loss of information
associated with the suppressed entries. The ‘classical’ formulation of the secondary
cell suppression problem is a combinatorial optimisation problem, which is
computationally extremely hard to solve. T-ARGUS as emerging from the CASC
project presents a variety of algorithms to find a valid suppression pattern even for
sets of large hierarchical tables linked by linear interrelations. It is up to the user to
trade-off quality vs. quantity, that is, to decide how many resources (computation
time, costs for extra software etc.) they want to spend in order to improve the quality
of the output tables with respect to information loss. The package offers a choice
basically between four different approaches:

OPTIMAL The Fischetti/Salazar methodology aims at the optimal solution of the
cell suppression problem see Salazar (2000). A feasible solution is offered at an
early stage of processing, which is then optimised successively. It is up to the user to
stop execution before the optimal solution has been found, and accept the solution
reached so far. The user can also choose the objective of optimisation, i.e. choose
between different measures of information loss. Note that the method relies on high
performance, commercial OR solvers.

MODULAR The Modular method (Giessing, 2004) subdivides hierarchical tables
into sets of linked, unstructured tables. The cell suppression problem is solved for
each subtable using Fischetti/Salazar methodology (De Wolf 2002). Backtracking of
subtables avoids consistency problems when cells belonging to more than one
subtable are selected as secondary suppressions.

NETWORK The concept of an algorithm based on network flow methodology has
been outlined in Castro, 2004. Castro’s algorithm aims at a heuristic solution of the
CSP for 2-dimensional tables. T-ARGUS offers an implementation applicable to 2-
dimensional tables with hierarchical substructure in one dimension. A license for a
commercial OR solver is not be required to run the algorithm.

HYPERCUBE The hypercube algorithm GHMITER developed by R.D.
Repsilber (see Giessing, 2002 and Repsilber, 2002) is a fast alternative to the above
three OR based methods. This heuristic is able to provide a feasible solution even
for extremely large, complex tables without consuming many computer resources.
The user, however, has to put up with a certain tendency for over-suppression.

In order to give a clue, at least, which of the alternative methods offered by the
package might be likely to perform best in a given situation, a benchmark study has
been carried out. Each algorithm has been applied to the data sets of a library of test
instances. Giessing (2004 b) compares the results of these tests with respect to key
issues such as practical applicability, information loss, and disclosure risk.
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By solving a set of equations implied by the additive structure of a statistical table,
and some additional constraints on cell values (such as non-negativity) it is possible
to obtain upper and lower bounds for the suppressed entries of a table. T-ARGUS
offers to derive the bounds of these so called ‘feasibility intervals’. Based on ideas of
Dandekar (2002) a method for controlled tabular adjustment (CTA) has been
implemented to supply users with synthetic values located within those intervals
which could be used to replace suppressed original values in a publication. For
discussion of these techniques see Giessing (2004C).

While most of the methods provided by T-ARGUS are designed to be used for the
protection of establishment data, the package also offers a tool for Controlled
Rounding, a method particularly well suited for limitation of disclosure risk in
frequency tabulations of data on households and individuals. See Salazar et al
(2004).
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3.3.2 Optimisation models based on LP/MIP

During the CASC project the team at University of La Laguna (Tenerife, Spain) has
conducted research on protecting sensitive cells in tabular data. On this topic, we
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have analysed classical methodologies and proposed new variants. The most
important contribution is that all methods implicitly guarantee the required protection
for different sensitive cells and against different attackers, thus saving the effort of
solving the Disclosure Auditing problem. We have defined a common framework
including the main concepts of the Statistical Disclosure Control problem. We have
then presented the well-known Cell Suppression Methodology, which replaces some
unsafe cells by missing values, and computes other safe cells to be suppressed, but
under the requirement of minimising the loss of information. A new methodology that
replaces unsafe cells by intervals was also studied under the name of Partial Cell
Suppression

In addition, we also developed Controlled Rounding Methodology, and even more
we proposed a relaxed version called Partial Controlled Rounding Method. For each
version a Mixed Integer Linear Programming model was described emphasizing the
common definitions and features. By using the Duality Theory in Linear
Programming (or Benders' Decomposition), it is possible to derive an improved
model with a smaller number of variables and a bigger number of constraints. The
advantage of the second type of models is that the number of variables is not
dependent on the number of sensitive cells, and also there is no need for managing
all the constraints explicitly since the relevant ones can be dynamically generated
when required. These features are quite important because they suggest efficient
algorithms using modern Mathematical Programming approaches.

We have also built an all-in-one methodology that is still a theoretical idea. However,
in practice we have implemented some automatic tools for cell suppression and for
controlled rounding which are now included in the latest version of T-ARGUS, the
main outcome of the CASC project.

Using the financial support from the CASC project, we have also produced the
following reports:

J.J. Salazar Gonzalez, "Extending Cell Supresion to Protect Tabular Data against Several Attackers",
Inference Control in Statistical Databases (edited by J. Domingo-Ferrer) Lecture Notes in
Computer Science 2316 (2002) 34-58

M. Fischetti, J.J. Salazar Gonzalez, "Partial cell suppression: A new methodology for statistical
disclosure control", "Statistics and Computing" 13 (2003) 13-21

J. Riera Ledesma, J.J. Salazar Gonzélez, "Algorithm for automatic data editing", “Statistical Journal of
the United Nations ECE" 20 (2003) 255-264

J.J. Salazar Gonzalez, "Mathematical models for applying cell suppression methodology in statistical
data protection”, European Journal of Operational Research 154 (2004) 740-754

J.J. Salazar, P. Lowthian, C. Young, G. Merola, S. Bond, D. Brown, "Getting the Best Results in
Controlled Rounding with the Least Effort", "Privacy in Statistical Databases" (edited by J.
Domingo-Ferrer) Lecture Notes in Computer Science 3050 (2004) 58-72

J.J. Salazar-Gonzalez, M. Schoch, "A new tool for applying Controlled Rounding to a Statistical Table
in Microsoft Excel", “Privacy in Statistical Databases” (edited by J. Domingo-Ferrer) Lecture Notes
in Computer Science 3050 (2004) 44-57

J. J. Salazar Gonzalez, "Controlled Rounding and Cell Perturbation: Statistical Disclosure Limitation
Methods for Tabular Data", "Mathematical Programming" (2005) to appear

J. J. Salazar Gonzalez, "A Unified Mathematical Programming Framework for different Statistical
Disclosure Limitation Methods", "Operations Research" (2005) to appear

J. Riera-Ledesma, J. J. Salazar Gonzalez, "A branch-and-cut algorithm for the Error Location Problem
in Data Cleaning", submitted for potential publication in "Management Science".
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3.3.3 Optimisation models based on networks

The cell suppression problem (CSP) for statistical data protection is an NP-hard
problem. That means that optimal procedures may be slow for some large tables, in
practice. To overcome this drawback some heuristics based on network flows were
developed in the past, mainly in US, and were used by the Bureau of the Census.
They relied on the successive solution of minimum-cost network flows problems. But
this procedure can still be quite inefficient for very large tables, as we observed in
our preliminary results. Our main contribution is that we developed a new heuristic
that solves shortest paths problems instead of minimum-cost network flows ones.
The new heuristic sensibly combines and extends ideas of previous approaches.
This resulted, in practice, in an improvement of two and three orders of magnitude
for two-dimensional (2D) and two-dimensional with one hierarchical dimension
(1H2D) tables with respect to previous network flows heuristics.

The heuristic we developed can be used for any table that can be modelled as a
network. This is only possible for 2D and 1H2D tables. For 1H2D we also developed
a fast procedure for obtaining the associated network. Both variants of the heuristic,
for 2D and 1H2D tables, were implemented at UPC. With them we were able to
solve 2D random instances of about 500000 cells and 3000 primaries in 40 seconds
on a Pentium IV 1.8Ghz computer. 1H2D random tables of 300000 cells and 1000
primaries were protected in 12 seconds on the same computer. Executions
performed on real data by CBS (Netherlands) and Destatis (Germany) showed that
the heuristic is far more efficient than the optimal procedure and provides quite good
results. Compared to other heuristics developed in the project, as HiTas (slower but
better solutions) and Hypercube (faster but worse solutions), the network heuristic
seems to provide a good trade-off between efficiency and quality of the solution.
Moreover, the network heuristic always guarantees a feasible solution, while other
heuristics do not. An additional benefit is that it does not require any external
commercial solver, since all the required packages are included in the distribution
developed for CASC. This is a key point for the usability and dissemination of this
approach.

3.3.4 1-ARGUS

T
ARGUS

Version 3.00

Copyright Statistics Metherlands [2004]

The CASC project: summary -17 -



Tables have traditionally been the major form of output of NSls. There is also a
longer tradition of studying the SDC-aspects of tabular data. Even in moderate sized
tables there can be large disclosure risks. Protecting tables usually is done in two
steps. The first step is to identify the sensitive cells. The next step is to protect these
cells, because often the suppression of sensitive cells only can easily been undone,
due to e.g. the marginal values in a table.

To find the sensitive cells in magnitude tables, traditionally the well-known
dominance (n,k) rule is used. However there is a tendency to apply the prior-
posterior rule. This rule has several advantages, see Loeve (2001). The basic idea is
that it should be prevented that one contributor to a cell can make too narrow an
estimate of another contributor’s input to the same cell.

Mainly for the foreign trade statistics a special rule is used, the request rule. The
tradition here is that only contributors actively asking for protection will be protected.
Also a minimum frequency rule can be specified. For zero-cells (cells with only zero-
value contributions) a special option has been provided to decide whether or not
these cells are safe, as traditional rules like the (n,k) rule fail in this case.

For tables computed from sampled data, the sampling weights can be taken into
account not only for computing the cell values, but also to influence the sensitivity
rules used.

Specify Tables o ]
— explanatary vanables — cell items
rezponze vanable:
Size >
InduztyCode = ‘-
Size ‘-
Reqion
B
e zhadow variable:
-+ | ~cost variable
<- = ity " frequency
_ Dom Bule  PG-mle | Feq ruIEI v Minimurn frequency % yarishle
r Dominance freq  range |
rule I— I— 2
P M Ind. |3 30 |5 lambda |1 MSC IEDDDD
¥ PO-nule Ind-1 |25 |1EIEI I-I Hold. ||:| |3|:| % [ Missing = safe
Ind2 o [1o0 [0 | =0 I= Wse haldings infa
]| eosooccosssoonemeteasns I Zeig unsale | Manual
rule Hold1 [ [fo0 [@ range: 30 | range
Eas
Huold-2 ID 100 ID ISD %z | —| I &pplweights
b [T Appleieights in Satety Bule
Expl. varz I fule I Resp. var I Shadow & Cost war I

Cancel | Lompute tables |

(T-ARGUS window to specify tables with the different sensitivity rules)

Locating the sensitive cells is by far the easiest part of the job. To protect these cells
additional cells (secondary) have to be found to make recalculation impossible. Not
only the exact recalculation should be made impossible, but also the solution must
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ensure large enough protection intervals around the original sensitive cells. This
leads to very complex mathematical optimisation problems. These models have
been discussed in the previous sections.

Before applying the secondary suppression routines, restructuring of a table can be
performed as well. Collapsing categories of a variable tends to reduce the number of
sensitive cells very well.

[E] Table: Size x Region | ¥ar2 _ 0] x|

r— Cell Information

Lot |2 [4 |5 | & | 7 | 8 | 3 | 93

tot 16847647 20 25 2711808 2320534 2505043 2799074 6510758 385 value [ 11968
T, 4373664 5 5 719049 659680 688962 756529 1549049 385 Status [lnsafe
1 1986129 5 5 398062 348039 354711 418778 466529 Cost | 11968
2 1809246 O 223990 221332 241913 258233 863393 385 Shadow [ s
3 578289 96997 90309 92338 79518 219127 # convbutions [ 28
Os 3703896 15 5 642238 515003 534147 620392 1392096 |
4 124336 5 36311 32132 25770 18150 Vel shiet sy 11401
5 526279 93589 94957 110930 1799 145004 r Egg'ng 145
B 2234995 10 5 345803 251358 251188 303377 1083254
7 818286 166535 136556 146259 217066 151870 Request 0
Ws 4576116 648972 543570 663897 775132 1944545 Up/Low levsls:
8 485326 63767 75442 87305 59953 198859 2428 2428
9 3664560 537911 430851 515020 643762 1537016 0 i
10 426230 47294 37277 61572 71417 208670
zd 4193971 15 701549 602281 618037 647021 1625068  Change status
11 2752743 15 488613 392395 363490 402925 1105305 Sef to Safe |
12 1441228 712936 209986 254547 244096 519763 Ry | -
A prioi info |
Set to Protected |

Eecode |

— Suppress ]
= HyperCube —ISmgIElon
& hdodular [Irda Singletarn |

= Metwork

» " Optimal Suppress |
I" 3 dig. separatar Select Table | Change View | Wfrite table | Undo Suppress |
I~ Dutput View Table Summary | Close | A |

(-ARGUS window to show and protect a table)

When you are satisfied with the restructuring of your table you can protect it by
selecting one of the suppression options. The table will be protected automatically.
Depending on the size of the table and the number of (unsafe) cells, this can be a
more or less time consuming process.

Traditionally T-ARGUS could only read fixed format microdata files, but because of
SO0 many requests to be able to protect ready-made tables this has been included in
T1-ARGUS as well. Also free format files can be used now.

After the protection of a table the protected table can be saved in various formats,
together with an extensive report of the job done.

One of the latest developments is that T-ARGUS can be used as a batch process as
well. This enables you to use T-ARGUS in an automated production process.
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3.4 Testing

Testing in the CASC project had two different goals:

1. Testing the quality of the methodology. How good are our methods both with
respect to confidentiality preservation as well as data utility. With respect to
tabular data protection, objectives and results of testing the methodology have
already been reported on in section 3.3.1 above. With respect to micro data, to
answer the question, whether data are sufficiently protected, the University of
Manchester played the role of the intruder. They also addressed the second
important question, i.e., can researchers still do sensible research on
protected micro data files?

2. Testing the software. This is always an important but also often neglected part
of software development. In order to take this seriously we have included
partners in the project with the sole task of testing the software (mostly
ARGUS) on their datafiles. This task was coordinated by Istat and has led to a
considerable increase in the quality of the software.

3.4.1 Testing of methodology

The work for this topic was divided in three parts:
* Which data files are generally available in Europe for re-identification
* Do the methods implemented in u.-ARGUS really protect against disclosure
* A case study with UK SAR’s

3.4.1.1 An evaluation of the availability of public data sources which could be used
for identification purposes.

The research focused on a review of the availability of individual data in five
European countries: Hungary, Italy, the Netherlands, Spain and the UK. The
countries were selected in order to give some coverage across Europe and in relation
to anticipated differences in data sources and data protection. There has been a
substantial growth in the collection, storage and release of personal data across the
public and private sector in Europe. In addition, far more personal information is
collected and kept on restricted access databases across the private public and
voluntary sector. Across Europe, public records and information available from the
Internet contain a wide range of personal information. New databases and types of
data are being constructed and made available each day. Data release policy should
be made on the basis that a determined intruder will be increasingly likely to be able
to obtain sufficient identification information to attempt to identify individuals within
anonymised datasets. Data release policy, as well as considering which variables
might be used to match against a given data set, should take into account of the
sensitivity of the remaining variables. The sensitivity analysis should take account of
public opinion about that information and the objective availability of such information
elsewhere in the public domain. The decision over whether to include a given
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variable or not should be based critically on the sensitivity of the information
disclosed by that variable.

3.4.1.2 An assessment of the extent to which identification is impeded by the
application of disclosure control methods in ARGUS.

An assessment of risk from identification attempts from matching information
available in the public domain with data released by National Statistical Institutes.
Using the UK General Household Survey and a sample survey data from a local
authority, we attempted to mimic an intruder seeking to establish identification.
Starting from two or three defined scenarios to define key variables we then
assessed the availability of matching data. We compiled an identification database
from a range of publicly available and restricted access databases and conducted a
series of matching analyses. Data sources for matching attempts included
occupational registers, electoral registers, GP lists, housing information. The results
showed a low level of correct matching using simple key variables, but these rates of
matching were improved by focusing on Special Uniques. It was found that protecting
the data using the facilities of ARGUS reduced the level of matching significantly.
However, some of those matches against perturbed records could be recovered by
fuzzy matching techniques, although this introduced further false matches.

3.4.1.3 A Case Study of the Impact of Statistical Disclosure Control on Data Quality.

The 1991 UK Samples of Anonymised Records (SARs), which are publicly available
sets of microdata from the UK Census, were used as a trial dataset in order to
assess the impact of statistical disclosure control measures on data quality. A typical
set of analyses was constructed through a literature review of published analyses
using the SARs and through a user survey. These were selected on the basis of
providing a good range of variables used and type of analyses conducted. The
research allowed an empirical investigation of the feasibility of assessing the impact
of disclosure control techniques on analytical power. An initial categorisation of the
effect on those analyses on the application of SDC methods has been developed.
The work is being taken forward to consider the plausibility of generalised metrics of
analytical power, which will then be assessable for their relationship with disclosure
risk impact. Further research is necessary to look at the relationship in detail.
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3.4.2 Testing of software

Testing is always an important job when developing software. Experiences from
previous projects have taught us to take this matter seriously. You cannot only rely
on good friends, who will do some testing for you on a rainy afternoon. So a special
work package software testing had been added to the project and several partners
were only participating in the project for the testing. This approach gave us much
more control over the test efforts and this has proven to be a serious advantage.

The project CASC produced two pieces of software: T-ARGUS and p-ARGUS.
T-ARGUS carries out statistical disclosure control of tables and p-ARGUS that of
microdata. During the project the packages underwent one major user testing and
several functional more limited ones. The user testing has been carried out by
several of the NSI’s involved in CASC (ISTAT, IDESCAT-Statistics Catalonia, etc.)
and a few others who volunteered (e.g. Israeli CBS and Stats New Zealand),
coordinated by ISTAT.

The functional tests revealed a series of defects and malfunctions that, where
possible, were mended or included in a list of “known defects.”

The user testing was designed to determine whether the packages were usable in a
production stage by the European NSI's. The tests were carried out on sets of real
data chosen by the single entities and on a common set of data. Detailed results of
these tests constituted a deliverable of the project. Succinctly, the tests revealed that
both packages were well designed and their features corresponded to most of the
needs of the NSI’s, but that especially Tau, had too limited capacity for having been
adopted as only SDC tool. Mu was found a bit more difficult to understand than Tau
and, since the practices for microdata protection greatly vary among different NSI’s,
some testers pointed out that the package only partly performs what they need.

3.5 Future

All results of CASC can be found on the CASC website:
http://neon.vb.cbs.nl/casc/default.htm

A significant step forwards has been made in the research and development of
Statistical Disclosure Control, giving Europe a leading role in this field. But the world
is changing continuously, leading to new challenges in the future. If possible the
CASC team will try to keep together and search for new opportunities to bring
solutions for the new challenges in this field.
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