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Microaggregation for categorical variables:

a median based approach

Vicenç Torra
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Campus de Bellaterra, 08193 Bellaterra, Catalonia, Spain

vtorra@iiia.csic.es

Abstract. Microaggregation is a masking procedure used for protecting
confidential data prior to their public release. This technique, that relies
on clustering and aggregation techniques, is solely used for numerical
data. In this work we introduce a microaggregation procedure for cate-
gorical variables. We describe the new masking method and we analyse
the results it obtains according to some indices found in the literature.
The method is compared with Top and Bottom Coding, Global recoding,
Rank Swapping and PRAM.
Keywords: Privacy preserving data mining, Data protection,

Masking methods, Clustering, Microaggregation, Categorical

data

1 Introduction

Companies and Statistical Offices collect data from respondents (either individ-
uals or companies) to extract rellevant information or to inform policy makers
and researchers. However, the fulfillment of this goal has to be done assuring
confidentiality and, thus, avoiding the disclosure of respondents’ sensitive data.
This is, disclosure risk should be minimized. Statistical disclosure control (SDC)
– or Inference Control – studies tools and methods (namely, masking methods)
to allow dissemination of data protecting confidentiality. Privacy preserving data
mining [1] is a related field with similar goals. While the former is oriented to
statistical databases, the latter is oriented to company proprietary information.

It is important to note that a straightforward manipulation of the data is
not enough for avoiding disclosure because data has to maintain the so-called
analytical validity [25]. This is, in short, that the analysis performed on the
protected data has to lead to results similars to the ones obtained using the
original data. In other words, information loss should be small. See [7] and [24]
for a state of the art description of the field.

For the purpose of data confidentiality, a plethora of masking methods have
been designed. A comprehensive description of the methods and their properties
is given in [4] and [24]. See also [5] for a comparative analysis of the methods with
respect to some indices for measuring information loss and disclosure risk. In [9],
an up to date review of the methods currently in use by National Statistical
Offices is given.
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Masking methods can be classified according to different dimensions. In re-
lation to this work, it is relevant to classify methods according to the type of
variables. Then, methods for categorical (either nominal or ordinal) variables and
methods for numerical (continuous) variables can be distinguished. Among the
methods for numerical variables, we can distinguish: rank swapping, microag-
gregation and noise addition. These methods are currently in use [9] and have
good performance [5] in relation to information loss and disclosure risk indices.
For categorical data, existing methods include Rank swapping, Top and Bottom
coding, recoding and PRAM (Post-Randomization Method).

A detailed analysis of the methods (see e.g. [4]) shows that some of the
methods for numerical variables are not appliable to categorical data (and vice-
versa). This is due to the intrinsic nature of the variables and the difficulties of
translating some numerical functions (e.g. addition, averaging) into a categorical
domain. Among those methods we find microaggregation.

From the operational point of view, microaggregation consists on obtaining
a set of clusters (gathering similar respondents) and, then, replacing the original
data by the averages of all the respondents in the corresponding cluster. In this
way, the data for each respondent is protected. For avoiding discloure, clusters
have to contain a minimum number of respondents (otherwise the average does
not avoid the disclosure because an individual contributing to the cluster, or an
external individual, can guess the value of another respondent). Difficulties on
extending this approach to categorical data rely on clustering and aggregation
and their suitability to deal with categorical variables.

Although, in general, the interest of translating masking methods from one
scale to another is not clear, the case for microaggregation is different. Numerical
microaggregation performs quite well with respect to the different existing indices
for information loss and disclosure risk. Moreover, it is shown in [5] that it is
the second best rated method for numerical data, just behind rank swapping.
Therefore, it seems appropriate to consider a categorical microaggregation and
whether this method can also lead to such similar good results.

In this work we introduce a categorical microaggregation method and we
show that it outperforms other masking methods for the same type of data.
The method is based on clustering techniques (see e.g. [16, 17] and on some
aggregation operators, both for categorical data.

The structure of this work is as follows. In Section 2, we describe the ba-
sic elements we need latter on for defining our categorical approach. Then, in
Section 3, we describe the categorical microaggregation procedure. It follows,
in Section 4, a detailed analysis of the experiments performed to evaluate our
approach. The work finishes in Section 5 with some conclusions and future work.

2 Preliminaries

This section is divided in two parts. We start with a short description of mi-
croaggregation. Then, we review some aggregation procedures that can be used
for categorical data.
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2.1 Microaggregation

As briefly described in the introduction, microaggregation can be operationally
defined in terms of the following two steps:

Partition: The set of original records is partitioned into several clusters in
such a way that records in the same cluster are similar to each other and so
that the number of records in each record is at least k.

Aggregation: The average value (a kind of prototype) is computed for each
cluster and used to replace the original values in the records. This is, each
record is replaced by its prototype.

According to this description, an actual implementation of microaggregation
requires a clustering method and an aggregation procedure. While for numerical
data the main difficulty is on the clustering method (most clustering methods do
not apply because they do not satisfy the constraint about the minimal number
of records in each cluster), for the categorical data difficulties appear in both
processes.

In fact, while, up to our knowledge, there is no microaggregation method for
categorical data, there exist several methods for numerical data. Differences on
the latter methods correspond to differences on the way clusters are built (mod-
ification of standard techniques, novel approaches using genetic algorithms with
an appropriate fitness function, . . . ), on the way a large set of variables is con-
sidered (repeatedly applying univariate microaggregation – microaggregation for
a single variable, applying multivariate microaggregation – all the variables at
once, . . . ) or on the aggregation procedure. In relation to the aggregation proce-
dure, while the most common method is the arithmetic mean, other procedures,
as the median operator [18], have also been used.

2.2 Aggregation procedures for categorical data

At present, there exist several aggregation functions for categorical data. See
e.g., [26] for a recent survey on aggregation operators. Here we can distinguish
between operators for nominal scales (where only equality can be used to com-
pare elements) and ordinal scales (there is an ordering among the elements). In
the case of nominal scales, the main operator is the plurality rule (mode or the
voting procedure).

In the case of ordinal scales, operators can be classified, following [22], in
three main classes. We review below these classes considering the ordinal scale
L = {l0, · · · , lR} with a total order ≤L (defined as follows: l0 ≤L l1 ≤L · · · ≤L

lR).

1. Explicit quantitative or fuzzy scales: A mapping from L to a numerical (or
fuzzy) scale (say, N) is assumed. Then, aggregation functions are defined in
this underlying N scale. In some cases, this numerical scale is not given but
inferred from additional knowledge about the ordinal scale (e.g. from a one-
to-many negation function [20]). The operator in [22] follows this approach.
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2. Implicit numerical scale: An implicit numerical scale underlying the ordinal
scale is assumed. Operations on L are defined as operating on the underlying
scale. The usual case is that each category li is dealt as the corresponding
integer i. This is the case of Linguistic OWA [11] and Linguistic WOWA [21].

3. Operating directly on categorical scales: Operators stick to a purely ordinal
scale and are based only on operators on this scale. This is the case of the
median operator or the Sugeno integral [19]. These operators solely rely on
≤L (or to minimum and maximum). Other operators in this class (e.g., the
ordinal weighted mean defined in [10]) are based on t-norms and t-conorms
(two operators that can be defined axiomatically over ordinal scales).

Aggregation operators for categorical scales where reviewed and analyzed
in [6]. Revision was focused on their application for prototype construction (a
case similar to the one considered here). Note that the aggregation step in mi-
croaggregation can be understood as building a centroid (a representative) for
each cluster. In short, results show that the most relevant aggregation method
for ordinal scales is the median (simpler to use and with a straightforward mean-
ing) but that this operator does not allow for compensation. Recall that in this
setting compensation implies that the aggregation of some values lki

∈ L can be
a value in L different to the lki

but in the interval [min lki
, max lki

]. Also, the
standard definition does not include weights. Then, [6] introduced the CWM to
consider weights and to allow for compensation.

In this operator, a set of data sources X are assumed to supply values ai

(formally speaking ai = f(xi)), p(xi) are the importances of the sources xi ∈ X .
Additionally, a function Q is used to distort the weights. The role of Q is to
distort the weights so that a greater importance is assigned to smaller, larger or
central values.

Definition 1. Let p : X → D ⊂ R be a weighting vector, let Q be a non-
decreasing fuzzy quantifier (a non-decreasing function Q : [0, 1] → [0, 1] with
Q(0) = 0 and Q(1) = 1), then the CWM operator of dimension N (CWMp :
LN → L) is defined as:

CWMp(a1, · · · , aN ) = a if and only if acciv(a) > 0.5 ≥ acciv(b)

where b is the element previous to a in L (b = max{x|x ∈ L, x < a}) and
where acciv(a) =

∑

b≤a acc′′′(b), acc′′′ is the WOW-weighting vector of (L, acc′′)
and Q, acc′′(a) = acc′(a)/

∑

b∈L acc′(b) with acc′ defined as:

acc′(a) = min(max
b≤a

acc(b), max
b≥a

acc(b)) (1)

and where acc(a) =
∑

f(xj)=a p(xj).

Roughly speaking, acc accumulates the weight of each element in L, acc′

makes this function convex (to allow for compensation) and acc′′ normalizes
so that it adds to one, acc′′′ is a manipulation of this function (through Q to
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distort the importance of certain elements) and, finally, using acciv the element
that occupies the central position is selected.

The WOW-weighting vector used in the above definition was defined as fol-
lows:

Definition 2. Let (ai, pi)i=1,N be a pair defined by a value and the importance
of ai expressed in a given domain D ⊂ R

+, and let Q be a fuzzy non-decreasing
quantifier. Then, the WOW-weighting vector ω = (ω1, · · · , ωN ) for (a,p) and Q
is defined as follows:

ωi = Q
(

∑

j≤i pσ(j)
∑

j∈L pσ(j)

)

− Q
(

∑

j<i pσ(j)
∑

j∈L pσ(j)

)

where σ is a permutation as above such that aσ(i−1) ≥ aσ(i).

3 Proposed method

The proposed method for categorical microaggregation is based on the methods
for clustering and aggregation defined in the previous section. The proposed
algorithm is as follows:

procedure microaggregation (M: data matrix; NVar: int) is
I:= select variables to be microaggregated (M);
for i:=1 to |I | step NVar do

WS:= projection of M on variables (i . . . max(|I |,i+NVar-1));
WS2:= only different records from WS;
FR:= frequency of records (WS2, WS);
NClust:= appropriate number of clusters (WS2, FR);
hard k-means of (WS2, FR);
aggregation and replacement (WS2, FR, M);

end for;
end procedure;

This is, first the variables to be microaggregated are selected from the data
matrix M. Then, groups of NVar variables are built from M defining a working
space (WS). Then, the WS is reduced (WS2) so that only different records are
allowed. For each record in WS2, its frequency in WS is computed and stored in
FR. This frequency is used by the program to estimate an appropriate value for
NClust (the number of clusters) to be used in the clustering process. Then, the
clustering algorithm is applied. Finally, the original values are replaced by the
new ones (the centroids of the clusters).

Now, we describe in more detail some of the elements that appear in the
algorithm above:

Clustering: Our clustering algorithm is based on the k-modes algorithm. This
latter algorithm, designed for categorical data (see [12]), is inspired on the
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k-means algorithm (for numerical data). In short, the method obtains the
optimal cluster through an iterative process consisting on the following steps:
(i) for each cluster, representatives are computed; (ii) records are assigned
to their nearest cluster.
The following three aspects have been considered in our implementation:

a) To bootstrap the process, an initial partition is needed. We build it at
random.

b) To determine which is the nearest cluster of a record, a distance, de-
fined as the summation of the distance between individual values, is
used. Here, nominal and ordinal scales are differentiated. For variables
on nominal scales, distance is defined as 1 when values are different and
0 when equal. In ordinal scales, distance is defined according to the po-
sition of the categories in the domain.

c) To compute the representatives, an aggregation method is used variable
by variable. We use the plurality rule (mode or voting procedure) in
nominal scales. In ordinal scales, three alternatives have been considered:
mode (as for nominal scales), the CWM (as defined above) and a CWM
where a is the selected element if and only if acciv(a) > β ≥ acciv(b) (for
a β randomly selected).

d) To assure that all final micro-clusters have a desired cardinality, some
elements are relocated.

Aggregation: For aggregation, we apply the same process used for computing
cluster representatives in the clustering algorithm.

4 Results

In this section we describe the results obtained for our masking method. We
start describing the methodology used to evaluate our method and then the
experiments and the conclusions of them.

4.1 Evaluation method

To evaluate our approach we have applied the methodology previously used
in [5] and in [27] consisting in developing a score combining two measures, one for
disclosure risk and the other for information loss. The score can be computed for
any pair (original-file, masked-file). Then, a data file was masked using different
masking methods (and considering different parameterizations for each masking
method) and the scores for each pair (original-file, masked-file) were obtained
and compared.

According to this, we got a score for each pair (masking-method, param-
eterization). Now we consider the computation of the score and the masking
methods we have considered to evaluate the categorical microaggregation. We
also describe the file used and how masked files have been constructed from this
file.
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The score The score used is the mean of an information loss measure and of a
disclosure risk measure. The rationale of this definition is that a good masking
method is the one that corresponds to a good trade-off of these both aspects.
Such definition is motivated by the fact that information loss and disclosure risk
are contradictory properties (no risk usually implies no information, and total
information implies total risk).

Disclosure risk was measured (following [5] and [27]) as the number of records
re-identified using record linkage programs (we used the mean of the number of
re-identifications obtained using two record linkage methods: probabilistic and
distance-based). Information loss was also computed as a mean, in this case a
mean of several information loss measures. In particular, we considered a direct
comparison of categorical values, a comparison of the contingency tables and
some entropy-based measures. These measures are described in detail in [5].

Masking methods considered To evaluate the performance of our categori-
cal microaggregation, we have considered 5 alternative masking methods. They
are Top and Bottom coding, Rank swapping, Global recoding and the Post-
Randomization method (PRAM). For each masking method, we have consid-
ered 9 different parameterizations. We briefly describe these methods and the
parameterizations considered (see [4] for details).

Top-coding (abbreviated T): This method consists on recoding the last p
values of a variable into a new category. We have considered p = 1, 2, . . . , 9.

Bottom-coding (abbr. B): This method is analogous to the previous one but
recoding the first p values of a variable into the new category. We have
considered p = 1, 2, . . . , 9.

Global recoding (abbr. G): This method recodifies some of the categories
into new ones. In our experiment, we have recorded the p categories with low-
est frequency into a single one. As before, we have considered p = 1, 2, . . . , 9.

Post-Randomization method or PRAM (abbr. P): Some values are re-
placed by other values according to a Markov matrix. In our experiments,
we have considered the Markov matrix described in [14]. This is, let TV =
(TV (1), . . . , TV (K))t be the vector of frequencies of the K categories of vari-
able V in the original file (without loss of generality, assume TV (K) =
mink TV (k)), let θ be such that 0 < θ < 1, then the PRAM matrix for
the variable V is defined as:

pkl =

{

1 − θTV (K)/TV (k) if l = k
θTV (K)/((K − 1)TV (k)) if l 6= k

Let the parameter p be p := 10θ. For each variable we have built nine
matrices generated with p taking integer values between 1 and 9.

Rank Swapping (abbr. R): From an operational point of view, this method
consists first on ordering the values in ascending order and then replacing
each ranked value with another ranked value randomly chosen within a re-
stricted range. For example, the rank of two swapped values cannot differ
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by more than p percent of the total number of records. We consider values
of p from 1 to 9.

The original file and the masked files We have used a data set extracted
from the Data Extraction System (DES) of the U. S. Census Bureau [3]. We
selected data from the American Housing Survey 1993. Variables and records
were selected as follows:

Variables selected: BUILT (Year structure was built), DEGREE (long-term
average degree days), GRADE1 (highest school grade), METRO (metropoli-
tan areas), SCH (schools adequate), SHP (shopping facilities adequate),
TRAN1 (principal means of transportation to work), WFUEL (fuel used
to heat water), WHYMOVE (primary reason for moving), WHYTOH (main
reason for choice of house), WHYTON (main reason for choosing this neigh-
borhood). BUILT, DEGREE, GRADE1 were considered ordinal variables
and the others nominal.

Records selected: We took the first 1000 records from the corresponding data
file. The number of records is small so that repeated experimentation was
possible in reasonable time.

For each file, for each masking method and for each parameterization 5 differ-
ent experiments have been carried out consisting on considering different subsets
of variables in the process. This is, we have considered the five subsets of vari-
ables described in Table 1. The Table also includes the names we have given
to the sets. Note that the set z includes only nominal variables, the set o in-
cludes only ordinal variables and the others consider both nominal and ordinal
variables.

V ariable Type g m o p z

BUILT ordinal X X

DEGREE ordinal X X X

GRADE1 ordinal X X

METRO nominal X X

SCH nominal X X

SHP nominal X X

TRAN1 nominal X X

WFUEL nominal X X

WHY MOV E nominal X

WHY TOH nominal X X

WHY TON nominal X X

Table 1. Subsets of variables considered in the experiments
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4.2 Experiments

Several parameterizations have been considered for microaggregation. Each pa-
rameterization consists on several parameters. Some of the parameters refer to
how variables are selected, others control the partition step and some others
correspond to the aggregation step. We describe these parameters below divided
in these three classes.

Parameters concerning variable selection: a single parameter has been con-
sidered for this aspect:
1) NVar: corresponds to the number of variables to be aggregated together.

This is for multivariate microaggregation (when several variables have
to be microaggregated). In this case, groups of NVar variables are con-
sidered.

Parameters concerning the partition step: two parameters are used to con-
trol our variation of the k-mode algorithm.
1) K: is the minimum number of records included in a partition.
2) NIt: refers to the maximum number of iterations allowed in the iterative

process.
Parameters concerning the aggregation step: four different parameters are

used to select the aggregation procedure and to fix it.
1) Mode?: in the case of categorical variables on ordinal scales, we can

select among the mode and the median aggregation method. When this
parameter is set to true, the mode is applied. In the case of nominal
scales, only the mode operator is allowed.

2) Convex?: this parameter is to permit to make the frequency function
convex. When set to true, Equation 1 is applied (instead, when set to
false, acc′(a) = acc(a)). Recall that making frequencies optional allows
compensation among small and larger values because, when using the
median, the aggregation of a large and a small value can lead to some-
thing in between. This option can only be applied to ordinal variables.

3) Alpha: this parameter is used to distort the probabilities using the fuzzy
quantifier Q(x) = xα. Recall that the use of a fuzzy quantifier allows
to increase the importance of large/central or small values. Again, this
option can only be applied to ordinal variables.

4) Random?: instead of applying the median, a random selection is se-
lected among the categories in the cluster when Random? is set to true.
The probability of selecting a particular value is proportional to its fre-
quency. As before, this option can only be applied to ordinal variables.

For each of the parameters above (except for the number of iterations NIt
that is fixed to 5) several parameterizations have been considered. In particular,
we have considered all aggregation methods and the number of variables (NVar)
and the parameter K between 1 and 9. For the parameter α the values 0.2, 0.4,
0.6..., 2.0 have been considered.

The parameterizations considered for the microaggregation together with
the experiments considered for all the other masking methods resulted in 24525
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Mode? Random? Convex? NV ar K α Set Rank

F T T 04 09 2.0 p 1220
T T T 09 09 1.6 p 1352
F T T 06 07 0.6 p 1455
F T T 06 07 0.4 p 1567
F T F 07 07 1.4 p 1580
F T F 09 07 0.6 z 2696
F T F 04 05 0.2 z 2824
F T F 04 05 0.4 z 2825
F T F 04 05 0.6 z 2826
F T F 04 05 1.0 z 2827
F T T 09 09 1.2 m 4605
F T F 08 09 0.6 m 5483
F T F 09 09 1.2 m 5701
F T T 09 09 1.0 m 6029
F T F 09 09 1.6 m 6087
F T F 08 08 0.6 o 1
F T F 09 08 1.0 o 2
F F F 04 09 0.6 o 3
F F F 09 09 0.6 o 4
F T T 04 06 1.6 o 5
F T T 09 06 1.2 g 14506
F T F 09 07 1.0 g 14563
F T T 09 04 1.8 g 14585
F T T 09 04 1.0 g 14596
F T F 08 05 1.6 g 14601

Table 2. Parameterizations that performed the best for microaggregation.

different experiments. The computation of all these experiments lasted 4.5 days
(in a PC at 2GHz, running Red Hat 7.0).

Table 2 gives the 5 best parameterizations for the 5 sets of variables. It can
be observed that the best results are obtained for Mode?=false (24 times over 1)
– this corresponds to the use of the CWOW-median operator, Random?=true
(23 times over 2), and Convex=false (15 times over 10) and a large number of
variables (9 variables is the most selected NVar), and K=9. The most frequent
value for the α parameter is 0.6 (being 0.8 the second one).

This table also gives (column Rank) the position in a global ranking con-
sidering (method, parameterization, original file). Table 3 gives the two best
parameterizations for all the other masking methods tested (B, T, G, R, P),
using each of the selected set of variables. In this table, P(Set) refers to the best
parameterization obtained for the masking method with the set of variables Set,
and Rank(Set) refers to the position in the ranking of such parameterization
for the same set. It can be observed that the best parameterizations in Table 2
perform better than the parameterizations of the other methods except for the
set g.
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According to all this, a categorical microaggregation with parameters Mode?
equal to false and Random? equal to true yields good results. A good set of
parameters is when the number of variables is large (e.g., NVar=9) and the
constants K and α are such as: K = 9 and α = 0.6.

In the case of the set g, the best performance corresponds to the PRAM
masking method. Note that the set g precisely corresponds to the set with a
major number of variables.

Using Table 3, we can see that Rank Swapping can be considered as the sec-
ond best masking method. We observe that when the set of variables considered
corresponds to p, m or o, rank swapping has the second best performance. These
three sets of variables correspond to the case in which all or most of the variables
are ordinal. The two other sets analyzed z and g, with bad results, correspond
to either all variables nominal or one ordinal over 7 nominal ones.

Method P (p) Rank(p) P (z) Rank(z) P (m) Rank(m) P (o) Rank(o) P (g) Rank(g)

B 9 21548 1 16534 4 23682 7 12996 1 23719
B 8 22158 7 18828 3 23761 9 13183 2 24503
T 9 17318 7 7075 3 21936 6 13504 1 11660
T 8 19744 6 7319 2 22714 5 14367 2 12351
G 9 21703 6 7277 4 22950 7 11872 2 11233
G 8 22452 5 7656 3 23400 8 12199 1 11863
R 6 9567 1 9664 3 11423 2 9797 2 19998
R 9 10779 7 10917 7 12000 3 11139 1 20109
P 4 23590 9 9161 9 20945 9 21789 9 10473
P 6 23604 5 9189 8 21605 8 22187 6 11079

Table 3. For each masking method considered, except for microaggregation, the best
two parameterizations in terms of the score

5 Conclusions and future work

The results presented here expand the ones in [5]. In this work, two additional
masking methods (namely, Rank Swapping and Categorical microaggregation)
have been added. In that paper, it was concluded that the PRAM performance
(with the current parameterization) was not good. In this work we have shown
that for a particular set of variables PRAM yields the best results. These results
have been obtained for the largest number of variables. Nevertheless, further
work is needed to confirm the influence of a large number of variables on the
good performance of PRAM.

Categorical microaggregation has been shown to have a good performance.
This method is based on the k-modes clustering algorithm and either the mode
or the median for the aggregation step. For each of the sets of variables except
one, there was a good parameterization that yielded to the best performance.
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Additionally, the analysis described in this paper show that rank swapping is
the second best masking method for ordinal data. This method was not included
in the analysis in [5].

In this work we have studied masking methods using general information loss
and disclosure risk measures. This is, not considering particular data uses. The
analysis of microaggregation from this viewpoint remains as future work.

As future work we consider the application of fuzzy clustering algorithms in
the clustering partition step. Recent results on fuzzy clustering are reported in
e.g. [2, 8, 13, 15].
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èpó�ß�ÞTçwù¯ú�õ�ólç_ó�ç¥çpß�á�þ�âHã»é¹æ�Ý�ó�Þ~ä�è�õ�â®ðÄÚ~ÛwÛwÜ�ç«âwè¥æ¿öVß�Þ�þJâ?0LðÄÚ�ÛwÛbÜ
çpâVèbù 8 ó�þJâwÞ9èpõ~âÀðÄÚ�ÛbÛwÜ?ç«âwè�  C ý°è�õ�â�öVßJÞ�þ�â?0�ðÄÚ�ÛbÛwÜ9ç«âwè�  CDJ ólç
ã�âwü~Þ�âbãLæJç1¤

 DC J êaOFô'4îé¡ó�Þ�êné¹æW0���
�  DC-êN�VôL;pé¹æW0���
�  DC-ê`�Vôpô
� ½ � Å ¶ ¸º¿�� 9?ÀW¶L´ ¸WÅZ� À ¿a» 8 ó�þJâwÞ æ Þ�ßJÞ�òjã�âböVñ�âbæJç«ó�Þ�ä ðÄÚ�ÛwÛbÜ
û]Ú~æ�Þ]è�ó�ü~âbñC�¦ý�èpõ~â�Þ�âwà/é¦âwé®åDâwñ�çpõ�ó�÷¶ðÄÚ�ÞTö£èpó�ß�ÞLólç-ã�âVüTÞ�âbãLæ�ç>¤

  CDJ ê`�%@\ôÆ4 � * � � � @  DC-ê/���Hô��� �1� +  DC-ê`���Hô - � � * � �10 @  DC-ê/���Hô��� �1� +  DC-ê`���Hô -
�'É>É ¶@µ É[¸ºÅ3� À ¿<Å ¶ ¸W¿t� 9?ÀW¶L´ ¸WÅZ� À ¿�» 8 ó�þJâwÞ;æ)é¦âwé®åDâwñ�çpõ�ó�÷ ðÄÚ�ÞTö£ò
èpó�ß�Þ@ý¯èpõ~âOÞ�âbà�é¡âbé®åDâwñ�ç«õ~ó�÷)ðÄÚ�ÞTö£èpó�ß�Þ�ó�ç�ã�âVü~Þ~âbã$Ú~çpó�Þ�ä�æ�Þ
æ�äJä�ñ�âwä]æ±èpó�ß�Þ9ßJ÷Tâbñ�æ�èpß�ñHù9ú�õ�ó�ç¡ólçwý³èpõ�â¶þ±æ�á�Ú�â�ðÄßJñ¡æ�ä�ó�þ�âbÞOöwæ�è«ò
âwäJß�ñ�ÜÀólç�èpõ�â¯æ�ä�äJñpâbäJæ±è�ó�ßJÞ�ß�ð�è�õ�â�é¦âwé®åDâwñ�çpõ�ó�÷»ß�ð
Þ~âbæ�ñ�å�Ü�öwæ�è«ò
âwäJß�ñ�ó�âHçwù°ú�õ�ólç¨ó�çbý�ä�ó�þ�âwÞ¶æ�Þ¶æ�ä�äJñpâbäJæ�èpó�ß�Þ¦ß�÷Dâwñ�æ±è�ß�ñ��¨ý3à¨â¥öVß�é¡ò÷�Ú�è�â2 DC J ê`� @ ô¨å�Üa¤

  CDJ ê`�%@\ôÆ4���êd  C ê`�/.Vô?;1=1=>=1;@  C ê/�%$³ô«ô
ú�õ�â�æ�ä�ä�ñ�âwä]æ±è�ó�ßJÞ?ß�÷Dâwñ�æ±èpßJñ¦Þ�âwâHã�ç¦èpß9åDâ�öVÚ~ç«èpßJé¦ó�Ûbâbã/êÄþ�ó�æ?æ
÷~æ�ñ�æ�é¡âwèpâbñpó�Ûbæ�èpó�ß�ÞTô¨ðÄßJñaæ�á�á°öwæ�èpâwäJß�ñ�ó�âHçC�%@«ù_ú�õ�ólç_öwæ�Þ�åTâ¡åTâwè«è�âwñ
â?0�÷�ñ�âbç�çpâbã¿å]Üa¤

 DC J ê/� @ ô�4�� @ ê� DCuê`� . ôL;>=1=>=1;I DC-ê`� $ ô«ô
à-õ�âbñpâ��i@¦é¡âHæ�Þ~ç®èpõTæ±è¦èpõ�âLßJ÷Tâbñ�æ�èpß�ñ¶êÄßJñ¦çpß�é¦â �U¿tÅ µ?¶ ¿a¸W¹ ÷~æ±òñ�æ�é¦âVè�âwñ�ç�ô¨ã�âb÷TâbÞ~ã�ç-ßJÞ�è�õ�â�á�æ�åTâbá�� @ ù
�uß�èpâµèpõ~æ�è¾ó�ð�è�õ�âaæ�ä�äJñpâbäJæ±è�ó�ßJÞ®ßJ÷Tâbñ�æ�èpß�ñ¾ó�ç¾Þ�ß�è�öVÚ~ç«èpßJé¡ó�ÛwâHã¡ðÄß�ñ
âbæJö�õîöwæ±è�âwäJß�ñ�Ü�ý6èpõ�â�ñ�âbçpÚ�á�èÀà6ßJÚ�álã#åTâ»è�õ�â�ç�æ�é¦âLðÄß�ñ¿æ�á�áaöwæ�è«ò
âwäJß�ñ�ó�âHçwý°åDâböbæ�Ú~çpâ�ó�ÞOßJÚ�ñ¡ã�âVü~Þ�ó�èpó�ß�Þÿèpõ�â¿ðÄÚ�Þ~öVèpó�ß�Þ æ�á�à�ædÜ�ç¯ñ�âVò
öVâbó�þJâbç¨è�õ�â¯çpæ�é¦â_÷Tæ�ñ�æ�é¦âVè�âwñ�çwùú�õ�â�èpñ�æ�Þ~ç«ðÄß�ñ�é¹æ±èpó�ß�Þ�å~æJç«âHã9ß�Þÿæ�äJä�ñ�âwä]æ±èpó�ß�Þ�öwæ�Þ?åTâ¿Ú~ç«âHã�èpß
é¹æ�ÝJâ°èpõ�â6é¡âbé®åDâwñ�ç«õ~ó�÷¥ðÄÚ�ÞTö£èpó�ß�Þ¯çpé¦ß�ß�èpõ~âwñHù@ú�õ�ólç�èpñ�æ�ÞTçhðÄßJñpé¹æ±ò
èpó�ß�Þ®ó�ç
ç«ó�é¦ó�álæ�ñ�èpßµèpõ�â¨ç«é¦ß�ß�è�õ�ó�Þ�äµß�ð~ã�æ±è�æuó�Þ®ç«ó�ä�ÞTæ�á]÷�ñpß�öwâbç�ç«ó�Þ�ä~ù
¢uÞLâ10�æ�é¦÷�á�â_ß�ð
Ú~çpó�Þ�ä¹æ�ä�ä�ñ�âwä]æ±è�ó�ßJÞ¦ðÄß�ñ�ðÄÚ�ÛbÛwÜ�çpâVè�èpñ�æ�ÞTçhðÄßJñpé¹æ±ò
èpó�ß�ÞLólç-ã�âbç�öVñ�ó�åTâHã¿ó�Þ»ç«Ú~å~ç«âHö£è�ó�ßJÞ��µò�¢®ù�ìJù
¢¯ù�ì K�0�æ�é¦÷�á�â^¤sZ6õ�ß�û]Ú�âwè 9�Þ]è�âwä�ñ�æ�áFðÄßJñ ;µâwðÄÚ�ÛwÛbó�üDöwæ±è�ó�ßJÞ
¢µçuç�æ�ólã¿æ�åTß±þJâ�ý]èpõ~â¥æ�÷�÷�ñ�ßJæJö�õÀðÄß�ñ-ÚTç«ó�Þ�ä¹æ�äJä�ñ�âwäJæ�èpó�ß�Þ¹ßJ÷Tâbñ«ò
æ±è�ß�ñ�ç�ðÄßJñ®ðÄÚ�ÛbÛwÜÿçpâVè�èpñ�æ�Þ~ç«ðÄß�ñ�é¹æ±èpó�ß�Þ?ólç�èpß�öVß�ÞTç«ólã�âwñ®èpõ�â¶Þ�âbà
þ±æ�á�Ú�â/ DCDJhê`� @ ôµðÄß�ñ�æ¿ä�ó�þ�âbÞ�öwæ�èpâbä�ß�ñ�Ü � @ æJçaèpõ�â¹æ�äJä�ñ�âwä]æ±èpó�ß�ÞLß�ð
èpõ~â¯þ±æ�á�Ú�â� DCuê/� @ ô�à-ó�è�õ¶èpõ�â¯þ±æ�á�Ú�âHç  DCuê/���Hô6ðÄßJñ
	��47ª�ù¾ú�ßÀöVß�é¡ò
÷�Ú�è�â-èpõ~ó�çWþ±æ�á�Ú�âJýJà¨â�Ú~çpâ-èpõ�â0Z6õ~ß�û]Ú�âwè¾ó�ÞJè�âwäJñ�æ�á\ù
ú�õ�â0Z6õ�ß�û]Ú�âVè
ó�ÞJè�âwäJñ�æ�á±ó�ç�æ�Þ]Ú~é¡âbñpólöwæ�á�æ�äJä�ñ�âwäJæ�èpó�ß�Þaß�÷Dâwñ�æ±èpßJñFèpõ~æ�è@æ�äJä�ñ�âwäJæ�èpâHç
çpß�é¦â¥þdæ�á�Ú~âbç�à-ó�èpõ»ñ�âbçp÷TâHö£è�èpß¹æ¡ðÄÚ�ÛbÛwÜÀé¦âbæJç«Ú~ñpâJù

]�µ`_ ¿j�UÅ3� À ¿�
[» ¢ ðÄÚ�ÛwÛbÜ®é¦âbæJç«Ú�ñ�âA �ß�Þ¦æ_ç«âwè��8ólçWæ_çpâVè°ðÄÚ�ÞTö£ò
èpó�ß�Þ± £¤��Wê���ô:x�ë j�;bìVí3ç�æ±èpólç«ðÄÜ]ó�Þ�ä¡èpõ~â¥ðÄß�á�á�ß±à-ó�Þ�ä¹æW0�ó�ß�é¹ç1¤
êÄóªô  ³ê��Jô�4 j~ý� ³ê���ô�4�ì¹êÄåDß�Ú�Þ~ã~æ�ñ�Ü�öVßJÞ~ã�ó�èpó�ß�Þ~ç�ô
êÄó�óªô #�� %>ó�é¡÷~á�ó�âbçN ³ê3#aôq)  ³êd%¡ô�êÄé¦ß�Þ~ß�èpßJÞ�ólöVó�èhÜ�ô
Ù�Ú�ÛbÛwÜ¯é¦âbæJç«Ú~ñpâHç�ñ�âw÷~á�æJöVâ6èpõ�âuæº0�ó�ß�é$ß�ðDæJã�ã�ó�èpó�þ]ó�èhÜ¯ó�Þ¦÷�ñpßJå~æ±ò
å�ó�á�ó�èhÜ¦é¦âbæ�çpÚ�ñ�âbçuêd ³êd#���%¡ô'47 ³êd#_ô��  ³êd%¡ô³à-õ�âbÞ$#���% 4���ô
å�Üÿæ�é¦ßJñpâ¶ä�âbÞ�âwñ�æ�á¨ß�Þ�â[¤¿é¦ßJÞ�ß�è�ß�Þ�ólöVó�èhÜ�ùOú�õ�Ú~çbý³÷�ñ�ß�åTæ�å�ó�á�ó�èhÜ
é¦âbæJç«Ú�ñ�âbç
æ�ñ�â¾æ�á�çpßuðÄÚ�ÛbÛwÜ�é¦âbæJç«Ú~ñpâHçwù
Ù�Ú�ÛbÛwÜ�é¦âbæJç«Ú�ñ�âbç�æ�ñ�â¾Ú~çpâbã
ó�ÞJZ6õ�ß�ûJÚ~âVèµó�Þ]èpâwäJñ�æ�á�ç-èpßÀâ10�÷~ñpâHçpç�è�õ�â¯ó�é¦÷TßJñ«è�æ�Þ~öwâ¯ß�ðWæÀçpâVèµß�ð
ó�Þ�ðÄß�ñ�é¹æ±èpó�ß�Þ¹çpß�Ú�ñ�öVâHç³æ�ÞTã®è�õ�âwó�ñ¾ñ�âbã�Ú�Þ~ã�æ�Þ~öVâµæ�Þ~ã¦öVßJé¡÷~á�âbé¡âbÞ�ò
è�æ�ñpó�Þ�âHçpçbùu*îõ�âbÞ�æJã�ã�ó�èpó�þ]ó�èhÜ�ólç�Þ~ß�èWçpæ�èpólçhü~âHã�ý±ó�è°é¦âHæ�Þ~ç@èpõ~æ�è°èpõ�â
ó�é¡÷Dß�ñpè�æ�Þ~öVâ¡ß�ð¨æ¿çpâVè¥ó�ç_Þ�ß�èaè�õ�â¹æ�ã�ã�ó�è�ó�ßJÞ�ß�ð¾èpõ�â¦ó�é¡÷Dß�ñpè�æ�Þ~öVâ
ß�ð�è�õ�âÀâwá�âwé¦âbÞJè�ç¯å�Ü�è�õ�âwé¹çpâwá�þ�âHçwù 9�Þ?ß�Ú�ñ�öwæ�çpâ�ý°æ�ç¯à6âÀæ�ä�ä�ñ�âVò
äJæ�èpâaèpõ�â¥é¦âwé�åTâbñ�çpõ�ó�÷¿þ±æ�á�Ú�âHç¨ß�ð@è�õ�â�öwæ�èpâwäJß�ñ�ó�âHçwýJèpõ~â_é¦âHæ�çpÚ�ñpâ
öVßJñpñ�âbçp÷Dß�Þ~ã�ç@èpß_è�õ�â�ó�é¦÷Dß�ñpè�æ�ÞTöVâ¨ß�ð~è�õ�â-öwæ�èpâwäJß�ñ�Ü�æ�Þ~ã¯èpõ�âbó�ñWñ�âVò
álæ±èpó�ß�ÞTç«õ�ó�÷Àà-ó�èpõ¿ß�èpõ~âwñ�öwæ±è�âwäJß�ñ�ó�âHçwù
ú�õ�ó�ç¨öwæ�ÞÀâ?0�÷�ñ�âbç�ç³à-õ~âVèpõ~âwñ
æ¦öwæ�èpâwäJß�ñ�ÜÀöwæ�Þ¿åDâ¯æ�äJä�ñ�âwäJæ�èpâHã¹à-ó�è�õ»æ�Þ�ß�èpõ�âbñ-ß�Þ�â¥ß�ñ-Þ~ß�èbù
ú�õ�â¯ã�âVüTÞ�ó�è�ó�ßJÞLß�ð@è�õ�â�Z6õ�ß�û]Ú�âVèuó�Þ]èpâbä�ñ�æ�áDðÄß�á�á�ß±àuç>¤
]�µ`_ ¿j�UÅ3� À ¿��j» D3âwèÈ �åDâ®æ¡ðÄÚ�ÛbÛwÜ¿é¡âHæ�çpÚ�ñ�â�ß�Þ �®ùDú�õ�â ��U À h

7 ³tµ Å �U¿tÅ µ É ¶ ¸W¹ ß�ðWæÀðÄÚ�Þ~öVèpó�ß�Þ §)¤�� x 6)à-ó�èpõ�ñpâHç«÷DâböVèuèpß  �ólçã�âwü~Þ�âbã¶å�Üa¤

ê3&�ô�� §a¥^ �4���
@ � . êZ§°êaO! � @ � ôi�-§°êaO" � @�5k. � ô«ô{ ³ê3## � @ � ô

à-õ�âbñpâ §°ê/O" � @ � ô¹ó�Þ~ã�ólöwæ±è�âbçÀèpõ~æ�è�èpõ~â�ó�Þ~ã�ólöVâHç�õ~ædþJâ»åTâbâwÞ�÷Dâwñpòé®Ú�èpâbã8ç«ß�èpõ~æ�èPj ) §°ê/O" � . � ôy) m m\m�) §°êaO! � � � ôy) ì�ý
## � @ � 4�� O � � @ � ;?m m m¼;cO" � � � &¯æ�Þ~ã §°ê/O" � ! � ô�4 j�ù
9�ÞÀß�Ú�ñ¨öwæJç«âJý]æ�Þ~ã¹æ�öböVß�ñ�ã�ó�Þ�ä�è�ß�èpõ�âañpâbé¹æ�ñ�Ý�ó�Þ¹èpõ~âµ÷�ñ�âwþ�ó�ß�Ú~ç
çpâbö£è�ó�ßJÞ¦èpõ~æ�è³èpõ~âµæ�äJä�ñ�âwäJæ�èpó�ß�Þ�ß�÷Dâwñ�æ±èpßJñWõ~æ�ç³èpß¯åDâu÷~æ�ñ�æ�é¦âVèpâbñ«ò
ó�Ûwâbã9ó�Þ?æ»öVßJÞ]þJâwÞ�ó�âwÞ]è¯à�ædÜ»ðÄß�ñ®âbæ�ö�õ9öwæ�èpâbä�ß�ñ�Ü�ý�à6âÀæJã�æ�÷�è�èpõ�â
Z6õ�ß�û]Ú�âVèaó�Þ]èpâbä�ñ�æ�á�è�ß¿öwß�é¦÷�Ú�è�â�èpõ�â�é¦âwé®åDâwñ�çpõ�ó�÷»ß�ð°èpõ�â¡öwæ±è�âVò
ä�ßJñpÜM�%@-êÄèpõ�ólç-ólçwý�èpß¹öVßJé¡÷~Ú�èpâ¥è�õ�â�þ±æ�á�Ú�â�  CDJ ê`�%@Qôpô�æ�ç¨ðÄß�á�á�ß±àuç1¤

]�µ`_ ¿j�UÅ3� À ¿%$^» D3âwèÈ  � U åTâ�æ¡ðÄÚ�ÛwÛbÜ�é¦âbæJç«Ú�ñ�â�ß�Þ±�"ðÄß�ñaöwæ±è�âVò
ä�ßJñpÜ �%@hù�ú�õ�â ��U À 7 ³tµ Å��U¿jÅ µ É ¶ ¸W¹ ß�ðWèpõ~â�é¦âwé�åTâbñ�çpõ�ó�÷»ðÄÚ�Þ~öVèpó�ß�Þ
  C ¤º� x 6�à-ó�èpõ»ñ�âbçp÷TâHö£è�èpß/  � U ólç-ã�âVüTÞ�âbã¶å�Üa¤

 DC J ê/� @ ô�4���� � . ê� DC-ê/�& � � � ôi�£ DC-ê/�& � � 5�. � ô«ôY  � U ê3## � � � ô
à-õ�âbñpâ<§°ê/O" � � � ô¦ó�Þ~ã�ólöwæ±è�âbçÀèpõ~æ�èÀèpõ�â�ó�Þ~ã�ó�öwâbçÀõTædþ�â»åDâwâwÞî÷Dâwñpòé®Ú�èpâbã8ç«ß�èpõ~æ�èPj ) §°ê/O" � . � ôy) m m\m�) §°êaO! � � � ôy) ì�ý
## � � � 4 �VO" � � � ;?m m\m ; O! � � � &¯æ�Þ~ã §°ê/O + � ! � ô�4'��ùú@ß»é¹æ�ÝJâ¦èpõ�â¹ó�Þ]èpâbä�ñ�æ�á³æ�÷~÷�á�ólöwæ�å�á�â�ý
à6â¹Þ�âbâbã9æ¶ðÄÚ�ÛbÛwÜ�é¡âHæ±ò
çpÚ�ñpâJùWú�õ�ó�ç�é¦âHæ�çpÚ�ñpâ_ã�âw÷DâwÞTã�ç�ß�Þ¶ß�Ú�ñ¨÷�ñ�ó�ßJñ�Ý]Þ~ß±à-á�âHã�ä�â_æ�åDß�Ú�è
èpõ~âÀöwæ±è�âwäJß�ñ�ó�âHçwý3æ�Þ~ã�ý�æJç�çpæ�ó�ã3ý@ólç¯ã�ó\�DâbñpâbÞJè�ðÄßJñ�âbæJö�õ�öbæ±èpâbä�ßJñpÜ
�%@¥êÄà¨â¹ã�âwÞ�ß�èpâ¡èpõ~ó�ç¥é¦âbæJç«Ú~ñpâ¡å�Ü�  � U æJç�æ�åDß±þ�âdô£ù+9�Þ�ß�Ú~ñ¥öbæ�çpâ�ý
à¨â�÷�ñ�ß�÷DßJçpâLèpõ�â�ðÄß�á�á�ß±à-ó�Þ�ä?ðÄÚ�ÛbÛwÜ�é¦âbæ�çpÚ�ñ�âOêªè�õ�â�é¦âHæ�çpÚ�ñpâ»ólçã�âwü~Þ�âbã¶ó�Þ¶èpâwñ�é¹ç�ß�ð°ó�è�çN�)(ß�å~ó�Ú~ç-èpñ�æ�Þ~ç«ðÄß�ñ�é¹æ±èpó�ß�Þ L � U ôL¤
8 ó�þJâwÞ9æ»öwæ±è�âwäJß�ñ�Ü �%@C° �&æ�Þ~ã�æLöwß�Þ~ç«è�æ�ÞJè+* °2ë j�;wìwíQý@à6â
ã�âwü~Þ�â�èpõ�â �)(ß�å�ó�Ú~çµèpñ�æ�Þ~ç«ðÄß�ñ�é L � U ß�ðWèpõ~â®ðÄÚ�ÛbÛwÜLé¦âbæJç«Ú�ñ�â+  � U
æ�ç¨ðÄßJá�á�ß±àuç>¤

L � U ê3#aôÆ4-,. / * ó�ð:# 4 � @* � � # � ó�ði� @ ° #$æ�Þ~ã #)ólçuöwß�Þ�þ�â10
j ß�èpõ�âbñpà-ólç«â



à-ó�è�õ¶æ¦öVßJÞ�þ�â?0ÀçpâVè�#¯ý�à¨â_é¡âHæ�ÞLæ�çpâVèuçpÚ~ö�õÀè�õ~æ±è�ðÄßJñ�æ�á�á(¬�;=�
ó�Þ #®ý�æ�á�á~è�õ�â¥þdæ�á�Ú~âbç «µçpÚ~ö�õÀè�õ~æ±è�¬2) «()��µæ�álç«ß�åTâbá�ßJÞ�ä�èpß/#¯ù
ú�õ�â¹ñ�æ�èpó�ß�Þ~æ�á°ß�ð¨èpõ�ólç�é¦âbæJç«Ú�ñ�â¡ó�ç¥è�õ~æ±è�è�õ�â¹ß�Þ~á�Ü�çpâVè�ç2# èpß
åDâ�è�æ�Ý�âbÞ�ó�ÞJè�ß æJöwöVßJÚ�Þ]è¿à-õ�âbÞ2öVßJé¦÷�Ú�èpó�Þ�äOèpõ�â�é¦âwé®åDâwñ�çpõ�ó�÷
þ±æ�á�Ú�â¨ß�ð�è�õ�â¨öbæ±è�âwä�ßJñpÜd�%@Dæ�ñ�â³èpõ~â¨ßJÞ�âbç@èpõTæ±èWæ�ñ�â · À ¿j¿ µ ·?Å µS¾³à-ó�èpõ
�%@pù�ú�õ�ó�ç®ó�çbý°ó�ðµæ»çpâVè¦öVßJÞJè�æ�ó�Þ~çH� � à-ó�èpõA� � � �%@-å�Ú�è¦ã�ß�âbç®Þ�ß�è
öVßJÞ]è�æ�ó�Þ~ç¥æ¶öwæ±è�âwäJß�ñ�Ü¶ó�Þ�åTâwèhà6âbâwÞ3ýFè�õ�â¹ç«âwè¥ólç¥Þ�ß�è¥öwß�Þ~çpó�ã�âwñ�âbã�ù
ú�õ�â�ñpâbá�æ�èpó�þ�â®ó�é¦÷TßJñ«è�æ�Þ~öwâ¯ß�ð¨æÀç«âwè_ólçaá�æ�ñpäJâwñ-ðÄßJñ_çpé¹æ�á�á�âbñaçpâVè�çbý
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OWA operators in data modeling and
re-identification

Vicenç Torra

Abstract— This paper is devoted to the application of ag-
gregation operators and to the application of OWA opera-
tors to data mining. In particular, we consider two appli-
cation of OWA operators in this field: model building and
information extraction. The latter application is oriented to
the re-identification procedures.

Keywords— Aggregation Operators, Weighted Mean,
OWA Operators, Learning Models, Re-identification Meth-
ods, Record Linkage, privacy preserving data mining.

I. Introduction

Information fusion techniques, in general, and aggrega-
tion operators, in particular, are currently being used in
several scientific fields. In fact, their use is rapidly increas-
ing because, on the one hand, data is gradually obtained
in an easier way and, on the other hand, computational
power has largely increased so that systems that combine
information from several experts or sensors are nowadays
feasible. Even more, it is also possible to compute several
solutions using different approaches and then combine the
alternative solutions. This is the case of bagging, boost-
ing and related approaches used for building data models
in machine learning. In these approaches, several models
are built using different mechanisms and, then, a decision
making module (e.g. voting [16], [2], the weighted mean
[17] or the OWA operator [42]) is put on top of the models.

In general, in the field of artificial intelligence, data fu-
sion techniques are mainly used for two main purposes (i)
when a system has to make a decision, or (ii) when it needs
a comprehensive representation of its domain.

In the first case, an alternative has to be selected or built
from several ones. The typical case for selection is to con-
sider several criteria for each alternative (this corresponds
to a multi-criteria decision-making problem) and the best
alternative is usually chosen [27] in a two phase process:
(i) the aggregation of the degree of satisfaction for all cri-
teria, per decision alternative; and (ii) the ranking of the
alternatives with respect to the global aggregated degree of
satisfaction. Instead, when the alternative has to be built
from the existing ones, fusion corresponds to the whole
building process and it has to consider the importance and
reliability of the alternatives and of the approaches used
to build these alternatives. Plan merging can be seen from
this point of view.

In the second case, a system builds the representation of
its environment from some background knowledge embed-
ded in the system and some knowledge supplied by some in-
formation sources (e.g. experts or sensors). Naturally, the

V. Torra is with the Institut d’Investigació en Intel·ligència Artifi-
cial - CSIC, Campus UAB s/n, 08193 Bellaterra, Catalunya, Spain.
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knowledge has to be “reliable” and extend on the whole
domain of system’s actuation. However, the information
supplied by a single information source is often not reliable
enough and also too narrow in relation to the working do-
main. In this case, the information provided from several
sensors or experts are combined to improve data reliability
and accuracy and to include some features that are impos-
sible to be perceived from individual sensors. Note that
information fusion for knowledge representation can be ei-
ther applied at the time of defining the background knowl-
edge (e.g. using several experts’ knowledge) or at run-time
(either combining different pieces of new information or
combining some new information with some knowledge al-
ready established in the system).

Nevertheless, other uses of data fusion techniques are
conceivable in the artificial intelligence field. In particular,
fusion is useful in data mining and knowledge discovery
for two types of applications. On the one hand, aggrega-
tion operators and, in general, any data fusion model, are
suitable for building data models. This capability relies on
a result published in [34]. In this work, it is proved that
a model defined in terms of a hierarchy of quasi-weighted
means (a kind of aggregation operator – see [12] or [39] for
details on the operator) is a universal approximator and,
as such, it can be used for representing any arbitrary com-
plex function. Therefore, given a data set it is possible to
build a model of this data set using aggregation operators.
On the other hand, aggregation operators can be used to
extract useful information from raw data and, thereafter,
other programs can use the structures that otherwise would
remain implicit.

In this work we consider both approaches: the use of
aggregation operators to build data models, and its use to
extract implicit information. In the former case, due to
the large number of aggregation operators we concentrate
in some of them for which learning models are simple (small
cost) and, thus, applicable to data mining. In particular,
we focus on the OWA operator [47]. In relation to the lat-
ter case, we show an application to the re-identification of
individuals in data files with non-common variables. We
focus on the use of aggregation operators to extract im-
plicit information from files and their application to re-
identification.

The structure of this paper is as follows. In Section II, we
review the state of the art of the two approaches. Then, in
Section III we review some definitions that are needed later
on in this work. Section IV is devoted to describe a method
to determine models for quasi-weighted means. Section V
corresponds to the use of aggregation operators to extract
information and its application to re-identification. The
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work finishes in Section VI with some conclusions.

II. State of the art

In this Section we first review recent work on the use of
aggregation operators for building models. Then, we give
an overview of re-identification algorithms.

Aggregation operators have been widely studied. See,
e.g., [4], [19], [40] for a detailed state-of-the-art description
of the field. See [46] for a recent overview on aggregation
operators.

A. Aggregation operators for building data models

Theorem 1 in [34] establishes that hierarchies of quasi-
weighted means are universal approximators. This result
implies that quasi weighted means in particular, and aggre-
gation operators in general, are suitable tools for modeling
data and, as a consequence, methods can be developed to
build models for complex data. When efficient tools are
developed, methods can be used for large data bases.

At present, methods to determine the suitable aggrega-
tion model have been focused on mechanisms to determine
the parameters of the operator once the aggregation oper-
ator is selected. Several approaches have been developed
in the last years. They can be broadly classified in two
groups.

On the one hand, there are some methods based on the
assumption that there exists an expert that supplies crucial
information that is used later on to extract the parameters
of the selected aggregation function. This is the case of
Saaty’s Analytical Hierarchy [28] process (used to deter-
mine the weighting vector of a weighted mean). A similar
approach is the one followed by O’Hagan in [22] to deter-
mine the weighting vector of the Ordered Weighting Av-
eraging (OWA) operator. He requires that a user supplies
the so-called orness, a measure of how much large values
influence the outcome of the operator. This method was
further developed in [5].

On the other hand, there are some methods that do not
require the presence of an expert but the existence of a set
of examples. In this case, an example consists on the input
values (i.e., values to be aggregated) and the expected re-
sult (i.e., the value that the model estimates). From these
examples, the parameters of the operators are inferred and
the model is fitted on the data. This approach is rooted
on estimation theory where two random variables X, Y
are considered such that Y is said to depend on X when
the distribution Y |X is different from the distribution Y .
This is, the distribution posterior to observation is different
from the a priori one. Then, a model is built to estimate
the value of Y such that the variance of error is minimized.
See [13], [3] for a more detailed discussion of learning pa-
rameters from this perspective.

Several works can be found in the literature about pa-
rameter learning from examples. For example, [9], [10]
studies the determination of the weighting vector for the
OWA operator. In a similar way, [33] studies the learning
for both the weighted mean and the OWA operator. [12]
and [31] deal with the learning of fuzzy measures for the

Choquet integral and [13] compares different approaches
for modeling using the Choquet integral.

In the framework of data mining, the second approach
is of interest. It allows to build a data model from existing
data. However, not all the approaches to build the model
are suitable as some methods have a high computational
cost. Iterative computation with a cost proportional (linear
or even higher) to the number of examples is prohibitive.
For example, genetic algorithms based approaches [20] are,
usually, extremely costly as the fitness function needs to
compute at each step an aggregated value for all the exam-
ples. This is also the case for the method described in [9],
[10] based on gradient descent. However, in this latter case,
if it is possible to start with a “quite good solution”, then
it can be revised as long as time and resources are avail-
able. A good alternative for building models in the case of
quasi-weighted means is to use active set methods. These
methods are iterative ones and thus can obtain different so-
lutions according to the “available” time. In this approach,
the cost of the initial step is proportional to the number
of examples, then, once the iterative process is started, the
cost of a single step is proportional to the number of con-
sidered variables. Moreover, the number of steps of the
iterative process is bounded and thus the best solution can
be found in a finite time.

B. Re-identification of individuals.

Re-identification happens when two entities are detected
as corresponding to the same object or individual. For ex-
ample, when some sensitive and confidential data is linked
to a particular individual. Record linkage is one of the
most general re-identification method. Its goal [21], [26]
is to link records in separate files that relate to the same
individual or household. These methods were developed
to improve the quality of the data and are nowadays used
in data cleaning [24] for distributed and non-homogeneous
databases. Such databases typically [41] contain informa-
tion about the same individuals described using the same
variables that, frequently, do not match due to accidental
distortion of the data. Record linkage is applied in such
cases to find the records that correspond to the same indi-
viduals and to make databases consistent. Existing tools
for this purpose (e.g. Integrity [14]) use statistical and Ar-
tificial Intelligence techniques to determine matching be-
tween records. Multi-database mining, that intends to ex-
tract knowledge from non-homogeneous databases (see e.g.
[50]), also benefits from these tools.

[44], [11] and [41] describe the main approaches for
record-linkage. The usual case is to consider files that share
a set of variables. In this case, the main difficulty is that a
matching procedure among pairs of records is usually not
enough to link the records. This is so because data files
are subject to errors (either due to intentional or to acci-
dental distortion) and thus not only equal values should
match but also similar ones. As [45] points out, “the nor-
mal situation in record linkage is that identifiers in pairs of
records that are truly matches disagree by small or large
amount and that different combinations of the non-unique,
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error-filled identifiers need to be used in correctly matching
different pairs of records”.

This situation of files sharing a set of variables is usu-
ally dealt by probabilistic record linkage [44] or distance-
based record linkage [23]. The former is based on estimat-
ing (using the EM algorithm – see [6] and [15] for details)
conditional probabilities of coincidence of the values of a
particular variable when a true match or a true non-match
is assured. This is, which is the probability that the corre-
sponding values for a particular variable is the same, when
two records are known to correspond (or not correspond)
to the same individual. Then, given a pair of records the
pair is classified as either corresponding to the same indi-
vidual or not according to an index computed from these
probabilities. While first methods assumed conditional in-
dependence between variables [15], [21], more recent works
avoid such assumption. See [41] for a detailed description
of probabilistic record linkage and [45] for a description
of current approaches and research topics. The distance-
based record linkage consists on linking a record with the
more similar one. This approach relies on the existence
of a distance function. [41] compares both methods and
concludes that the probabilistic one is slightly better (re-
identifies more records) for categorical variables and that
the distance-based one is more appropriate for numerical
variables. Recently, alternative methods based on other
assumptions have been introduced in the literature. For
example, [1] describes a method based on clustering tech-
niques.

Although most methods follow the ideas explained above
that files share a set of common variables, other situations
are also possible. In particular, it is also of interest the case
of files not sharing any variable (or only a few of them).
In this case, re-identification is partially possible but be-
ing of a different nature because it cannot be based on
the comparison of values from records of different files but
corresponding to the same variable.

Record linkage for files not-sharing variables is of interest
when considering data files with similar information (e.g.
economical variables) from consecutive time periods (e.g.
two different years) concerning to almost the same individ-
uals (e.g. the companies of a certain region). In this case,
although the variables are not the same, “similar” behavior
of variables in both files allows for the re-identification of
the individuals. Naturally, the more similar the behavior,
the better for re-identification. Nevertheless, although this
is a subject of increasing interest, no much effort has been
devoted to the subject.

In [35], we gave a first approximation to the re-
identification for files not sharing variables. A more ex-
haustive analysis of the approach using real data is de-
scribed in [8]. In [35] and [8], some basic guidelines are es-
tablished to allow for re-identification: (i) files share a set
of individuals and (ii) some relationships between individ-
uals are kept across files. In [35] and [8] these relationships
are established using clustering algorithms. These methods
differ from [1], that also uses clustering for re-identification,
on the way clusters are defined and how the records are

linked once their corresponding clusters are known.
Here we follow, a different approach suitable for quanti-

tative variables. We show that some aggregation operators
(in particular, we focus on the Ordered Weighted Aver-
aging - OWA - [47] operators) are a suitable way to ex-
tract implicit structures from data. This work extends [37].
Here, we give empirical results and we proof that the num-
ber of re-identified elements are significant.

III. Preliminaries

In this section we review some aggregation operators that
are used latter on in this work. In particular, definitions
for the weighted mean, quasi-weighted mean and the OWA
operator (the one based on a weighting vector and the one
based on non-decreasing fuzzy quantifiers) are given.

Definition 1: A vector w = (w1 · · ·wn) is a weighting
vector of dimension n if and only if wi ∈ [0, 1] and

∑
i wi =

1.
Definition 2: Let w be a weighting vector of dimension

n, then a mapping WMw : Rn → R is a Weighted Mean
(WM) of dimension n if

WMw(a1, · · · , an) =
∑

i

wiai

Definition 3: Let w be a weighting vector of dimension
n, let f be a strictly increasing function, then a mapping
QWMw : Rn → R is a Quasi-weighted Mean (QWM) of
dimension n if

WMw(a1, · · · , an) = f−1(
∑

i

wif(ai))

For properly selected functions f(x), quasi-weighted
means generalize some well known aggregation operators.
See, for examples, that with f(x) = Kx+K ′ we obtain the
weighted mean and with f(x) = Klogx+K ′ we obtain the
geometric mean.

Definition 4: [47]. Let w be a weighting vector of dimen-
sion n, then a mapping OWAw : Rn → R is an Ordered
Weighted Averaging (OWA) operator of dimension n if

OWAw(a1, · · · , an) =
∑

i

wiaσ(i)

where {σ(1), · · · , σ(n)} is a permutation of {1, · · · , n}
such that aσ(i−1) ≥ aσ(i) for all i = 2, · · · , n. (i.e., aσ(i) is
the i-th largest element in the collection a1, ..., an).

This definition of the OWA operator requires a weighting
vector of fixed dimension being its dimension the number
of elements to aggregate. An alternative definition based
on decreasing fuzzy quantifiers exists that can be used for
data vectors of arbitrary size. This alternative definition
allows the comparison of different size data vectors: com-
parison with respect to the outcome of the OWA operator.
Similarity of two data vectors can then be measured as
a function of the differences between the outcomes of the
OWA operators applied to the vectors.

Definition 5: [48]. A function Q : [0, 1] → [0, 1] is a non-
decreasing fuzzy quantifier if Q(0) = 0, Q(1) = 1 and for
all x, y in [0, 1], x < y implies Q(x) ≤ Q(y).
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Definition 6: [48], [49]. A mapping OWAQ : Rn → R is
an Ordered Weighted Averaging (OWA) operator of dimen-
sion n if

OWAQ(a1, · · · , an) =
∑

i

wiaσ(i)

where wi = Q(i/n)−Q((i−1)/n) and where σ is defined
as in Definition 4.

In this way, an OWA operator with a suitable fuzzy
quantifier can compute a value with which all information
sources agree, at least one source agree, about half agree,
etc. Note that the same quantifier allows the computation
of the aggregated value for an arbitrary number of inputs
(sources) and that the quantifier only refers to a proportion
of the sources but not to an exact number.

Therefore, the OWA operator, specially when defined in
terms of a fuzzy quantifier, is a flexible tool that is ap-
propriate when the number of variables is not known or
can change in different instantiations of the same problem.
This is the case in the re-identification problem described
in Section V and similar situations can be envisioned in
ensemble methods (new partial models are included in the
system without modifying the decision making module).
In fact, the flexibility of OWA operators compare posi-
tively in relation to other operators as e.g. the weighted
mean (where the number of sources has to be fixed be-
fore hand and weights are assigned to sources). Moreover,
more complex operators like the Choquet and Sugeno inte-
grals present additional difficulties because the number of
parameters tend to be extremely large (2n where n is the
number of sources or variables).

IV. Aggregation operators for building data
models.

This section is focused on mechanisms for learning pa-
rameters for aggregation operators from examples. Exam-
ples are assumed to be in accordance with Table I. This is,
it consists on M different examples, each of them consist-
ing on the values supplied by N information sources and
the correct outcome that we intend to estimate from these
values. Therefore, each example consists on N + 1 values
being (ai

1a
i
2 . . . ai

N |bi) the ones for the i-th example where
ai

j is the value supplied by the j-th information source and
being bi the ideal outcome for the same example.

a1
1 a1

2 . . . a1
N | b1

a2
1 a2

2 . . . a2
N | b2

...
...

...
...

aM
1 aM

2 . . . aM
N | bM

TABLE I

Data examples.

Given a set of examples and assuming that the function
used to aggregate C is known, the goal is to determine the
parameters of C. When C is the weighted mean, this is to

find the weighting vector w so that error is minimized. Er-
ror is measured for each example in terms of the difference
between the ideal outcome (i.e., bj) and the real outcome.
This is, in the general case:

(C(aj
1, . . . , a

j
n)− bj)2

and when C is the weighted mean:

(WMw(aj
1, . . . , a

j
n)− bj)2

Therefore, following the notation in Table I, the function
to minimize is:

DC(parameters(C)) =
M∑

j=1

(C(aj
1, . . . , a

j
n)− bj)2 (1)

However, this problem is usually a constrained one be-
cause there usually exist constraints over the parameters.
This is the case of the weighted mean, where w is a weight-
ing vector. In this case, the problem can be formalized in
the following way:

Minimize DWM (w)
Subject to ∑N

i=1 wi = 1

wi ≥ 0

where DWM (w) =
∑M

j=1(WMw(aj
1, . . . , a

j
n)− bj)2.

A. Solving the optimization problem

The problem formulated above is a typical optimiza-
tion problem where a function has to be minimized sub-
ject to a set of constraints. There exist several meth-
ods to solve these problems according to the function
to minimize (quadratic, convex, ...) and the type of
restrictions that apply (linear constraints, equality con-
straints, ...). When the distance to minimize is either
DWM =

∑M
j=1(WMw(aj

1, . . . , a
j
n) − bj)2 or DOWA =∑M

j=1(OWAw(aj
1, . . . , a

j
n) − bj)2 the problem to solve is

a quadratic one subject to linear constraints. In such a
case several methods apply. For example, [9], [10] and [33]
applied two different approaches: [9], [10] used the gradi-
ent descent for the OWA operator and [33] used active set
methods for the weighted mean and the OWA operator.

In order to avoid the inconvenience of dealing with the
inequality and equality constraints (wi ≥ 0 and

∑
i wi = 1)

when applying gradient descent to the OWA operator, [9],
[10] reformulated the problem. Instead of considering the
learning of the weighting vector w, they considered the
learning of a vector Λ = (λ1 . . . λN) from which weights
were extracted as follows:

w = (eλ1/
N∑

j=1

eλj . . . eλN /
N∑

j=1

eλj )
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In this way, any vector Λ ∈ RN leads to a weighting
vector. Therefore, the problem of learning weights for the
OWA operator (we assume again that available data follows
the description in Table III) is equivalent to the minimiza-
tion of:

DOWA(p) =
M∑

j=1

OWAw(aj
1, . . . , a

j
n)− bj)2 (2)

where w = (eλ1/
∑N

j=1 eλj . . . eλN/
∑N

j=1 eλj)
[33] presents with great detail an alternative approach

based on active set methods. Active set methods rely on
the simplicity of computing the solution of quadratic prob-
lems with linear equality constraints. Based on this, it-
erative algorithms have been developed in which at each
step inequality constraints are partitioned into two groups:
those that are to be treated as active (considered as equal-
ity constraints) and inactive (essentially ignored). Once a
partition is known, the algorithm proceeds moving on the
surface defined by the working set of constraints (the set
of active constraints) to an improved point. In this move-
ment some constraints are added to the working set and
some others are removed. This process is repeated until
the minimum is reached. When the function to minimize
is convex (as they are DWM and DOWA) the method finds
the minimum and although the method is iterative the final
minimum is not influenced by the initial weighting vector.

Gradient descent requires the computation of the gradi-
ent at each step; and the computation of the gradient in
successive steps require the evaluation of the examples. As
the set of examples is usually very large in data mining
domains, it is difficult to apply this approach in this field
unless an initially good solution is considered and the itera-
tive process is limited to refine the initial solution (this was
the case in [38]). Other disadvantages for gradient descent
are its slow convergence and the problem of having more
than one Λ vector that correspond to the same weighting
vector. This, together with the fact of being an iterative
process provokes that the final result depends often on the
initial weighting vector.

Active set methods require an initial computation of a
square matrix from the original data. Although the dimen-
sion of this matrix is the number of variables, its construc-
tion cost is on the order of N ∗ N ∗ M (being, as before,
N the number of variables and M the number of elements)
and thus it is a time-consuming task proportional to the
number of elements. However, once this matrix is built,
each step of the iterative process has a polynomial cost on
N .

Thus, for the weighted mean and the OWA operator is
more efficient to use the second approach. However, when
the function to minimize is not quadratic (as it is the case
of the Weighted OWA operator [32]), active set methods
are complex and difficult to implement because it is not
easy to find the minimal solution at each step and, instead,
gradient descent can be used. Software packages can be
used at this time.

Both learning methods have been applied to determine

the weights for the weighted mean and the OWA operator
(in practice, the only difference when learning the weights
for the OWA operator in relation to the learning for the
weighted mean is that each row in the data matrix has to
be reordered according to the permutation σ).

The same approach can be used to learn the weights
for a selected quasi-weighted mean (see [39]). This is, a
quasi-weighted mean with a known generator function. Let
f be the generator of the quasi-weighted mean, then the
parameters are determined considering in the distance to
minimize the following expression:

(
∑

i

wif(aj
i ))− f(bj))2

instead of the original one:

(f−1(
∑

i

wif(aj
i ))− bj)2

This is so because both expressions would lead to a similar
distance when weights are learned, and the former is easier
to minimize. It allows to compute in an initial step the
values f(aj

i ) for all i and j, and then the methods described
for the weighted mean can be applied. Considering the
other expression, the minimization problem becomes a non
quadratic problem, and thus more difficult to solve. In
a recent work, Beliakov [3] has also considered such an
optimization problems.

B. Examples

Example 1: Three examples are considered below. They
are taken from the machine learning repository [18]: the
iris data file (4 variables and 150 examples), the abalone
data file (8 variables and 4177 examples) and the iono-
sphere data file (34 variables and 351 examples – one, that
is always zero, is removed). To use this files some prelimi-
nary work was required. First, we had to replace all sym-
bolic variables by numerical ones. These were the changes
performed: the classes iris-setosa, iris-versicolor and iris-
virginica in the iris data file were replaced by numerical
values 1.0, 2.0 and 3.0; the three categories M, F, and I
(infant) in the variable Sex in the abalone data file were
also replaced by the numerical values 1.0, 2.0 and 3.0; and
the classes “g” and “b” in the ionosphere data file were
replaced by 1.0 and 0.0. Second, we normalized all the
variables in the [0, 1] interval.

For each of the resulting files, active set methods were
applied and two models were built: one for the weighted
mean and the other for the OWA operator. The corre-
sponding distances are given in Table II.

This example shows the suitability of the approach and
its cost make it appropriate for large data files. Note that
in the ionosphere case, the number of variables is large
(34 variables) but the computational cost in the iterative
process only depends on the number of variables.

In [33], this approach was compared against [10] for
some toy examples described in this latter work and re-
sults showed a better performance of our approach (error
was reduced from 0.002156 to 0.001256).
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iris abalone ionosphere
DWM 3.1544 37.5189 55.9145
DOWA 6.3197 43.8082 62.9477

TABLE II

Optimal distances for the iris, abalone and ionosphere data

files using learned parameters for weighted mean DWM and

OWA operator DOWA.

V. Aggregation operators to extract
information from data.

It is a well-known fact that an aggregation operator sum-
marizes the information that the information sources sup-
ply. In particular, practical use of these operators is moti-
vated by their capability in reducing the uncertainty associ-
ated to the data, compensating redundancy and, in general,
to extract relevant information. These properties are the
ones that make these operators interesting for extracting
information from raw data.

Also, these properties are interesting for re-identifying
individuals from data files not sharing variables as, a pri-
ori, in such situations the only available information is the
one available in the files. In this case, if files contain the
“same information” a working hypothesis is that when the
aggregation is applied to two records corresponding to the
same individual, the relevant information emerges from the
raw data. According to this, we assume that for each record
a representative that is somehow independent of the actual
data can be computed. This independence has to hold so
that the two representatives (one for each file but from the
same individual) are similar. Also, ideally, the representa-
tives are similar although variables (and the corresponding
values) are different. In fact, this hypothesis holds if vari-
ables are correlated (or, more precisely, if one set of vari-
ables as a whole is “correlated” with respect to the other
set of variables). This is, for example, the case of “in-
come” and “size of household”. Therefore, two files, one
containing the information corresponding to “income” and
the other with the information corresponding to “size of
household” could be used for re-identification of individu-
als.

However, as the representative value has to be some-
how independent of the variables, not all aggregation op-
erators can be applied. In fact, it seems that the best
ones are those that are commutative (i.e., C(a1, · · · , an) =
C(aσ(1), · · · ,σ(n) ) for any permutation σ) because partic-
ular variables do not have any influence on the output.
According to this, the weighted mean and the Weighted
OWA [32] are not applicable here. In fact, the OWA op-
erator is the only commutative Choquet integral. An ad-
ditional element to be taken into account is OWA’s flexi-
bility with respect to the number of parameters (this was
described in Section III). For all this, we have used OWA
operators defined in terms of fuzzy quantifiers. It has to
be said that Sugeno integral [30] with commutative fuzzy
measures could also be used. However, these integrals are

usually applied to data belonging to ordinal scales instead
of numerical scales and in this work we limit our approach
to the case of numerical data.

According to what has been introduced here, the as-
sumptions listed below direct this work. In the following
we assume that we want to link records that belong to two
different files.

Hypothesis 1: Both files share a large set of common in-
dividuals.

Hypothesis 2: Data in both files contain, implicitly, sim-
ilar structural information.

Hypothesis 3: Structural information can be expressed
by means of numerical representatives for each individual.

Hypothesis 4: Aggregation operators can summarize the
information of each individual.

The first hypothesis implies that re-identification is pos-
sible, as there are records to be linked because they cor-
respond to the same individual. The second hypothesis is
to say that there are similarities between different individ-
uals that are kept more or less constant in both files. We
call these similarities structural information. The third hy-
pothesis and the fourth one are the ones that justify the
use of aggregation procedures.

A. Using OWA operators to extract information.

To use OWA operators for information summarization,
we need the settlement of OWA operators. First of all, one
of the two definitions has to be selected. As previously de-
scribed, due to the fact that the number of variables can be
different in both files, it is appropriate to use the quantifier
based definition (i.e., Definition 5). This is so because the
same quantifier can be used in combination with any input
vector of arbitrary dimension. Using the other approach
would require the extension of an n-dimensional weight-
ing vector into a m-dimensional one (n 6= m). Although
methods exist to do this extension (e.g. the construction
of the quantifier in [36]) it is simpler to start with the def-
inition based on the quantifier. Moreover, the use of fuzzy
quantifiers allows us to consider families of parameterized
quantifiers.

It is a well-known fact that different quantifiers lead to
different results of the OWA operator. In fact, different
parameterizations correspond to different representatives
of the individual. As a priory it is not known which of
the representatives is the best one for re-identification, we
have considered a set of them. This is, we apply the OWA
operator with several parameterizations (we have consid-
ered a family of fuzzy quantifiers) obtaining in this way for
each file a two dimensional table that follows the one in
Table III. For each individual RA

i in a file A and for each
parameterization Pj we have the corresponding aggregated
value cA

i,j . This is, cA
i,j is the result of applying the OWA

operator with the j-th parameterization to the i-th record
in file A.

The same process (the same OWA operator with the
same quantifiers) is applied to both files. As the number
of parameterizations is the same in both files, the same
structure is built for both files. Then, usual record linkage
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techniques can be used to link the new records (now records
share the same set of variables). The application of this
method and the results obtained are explained in the next
section.

A P1 P2 Pt

RA
1 cA

1,1 cA
2,1 · · · cA

t,1

· · · · · · · · · · · ·
RA

n cA
1,n cA

2,n · · · cA
t,n

TABLE III

Summarization structure for file A.

B. Examples.

Example 2: To analyze the feasibility of our approach we
have analyzed three artificial problems. These problems
have been generated using the publicly available informa-
tion from the UCL repository [18] we have already used
in Section IV-B. This is, the iris, abalone and ionosphere
data files. The selection of this data set for structure de-
termination is based on their use of continuous variables
and the fact that being public data files experiments can
be reproduced.

To use this data for re-identification, two alternatives
were possible: re-identification of the examples and re-
identification of the variables. In the first alternative, the
original file would be split in such a way that all examples
but only half of the variables are present in both files. In
the second alternative, the original file would be split so
that all variables but only half of the examples are present
in both files. We have followed the latter approach because
it is not sure that half of the variables have enough infor-
mation about the examples to allow for re-identification.
Instead, two randomly chosen subsets of about half of the
initial examples (about 175 examples in the case of iono-
sphere, 2000 examples in the case of abalone, and 75 ex-
amples in the case of iris) should give enough information
about the structure of the variables. In fact, subsets of
these examples are usually used in machine learning [29]
because they assume that these subsets have still enough
information to model the variable behavior. In other words,
the second approach has been used because we assume
more redundancy in the examples than in the variables.

To apply the method described above, we have con-
sidered an initial normalization step following the usual
approach. I.e., Translation of the initial value x in the
[min,max] interval into to the value x′ in [0, 1]:

x′ = (x−min)/(max−min)

After normalization, the file was partitioned into two sets
of approximately the same number of records (records were
selected at random).

Then, for each variable in each file, the OWA operator
has been applied using 10 different parameterizations. Se-
lected quantifiers are: Q(x) = xi/5 for i = 1, · · · , 10. In
this way, for each of the initial data file we have obtained

two files, with the 10 representatives for each variable each.
At this point, to re-identify the variables, a record linkage
algorithm was applied to each pair of files. We have applied
the record linkage algorithm developed by W. Winkler [43]
at U. S. Census Bureau (U.S.A.). The number of variables
that were correctly re-identified are given in Table IV. In
the case of the iris data file, only one link was suggested
(but it was incorrect), the other variables were not consid-
ered as related.

initial file re-identified variables number of variables
iris 0 4
abalone 6 8
ionosphere 10 33

TABLE IV

Number of re-identified variables (in the ionosphere file one

of the variables is always zero and it was not considered in

the re-identification process).

B.1 Evaluation of the results.

Although the results we have obtained so far are not
as good as we would like, and, in the particular case of
the ionosphere data file, the number of corrected links is
less than a half of the total number of variables, results
are quite better than they seem. To evaluate the results
we consider the probability of having more than a certain
number of correct links, say k, in a random permutation of
n individuals. We study below this probability and then
we compute the probabilities for the the abalone and iono-
sphere data files.

Perfect re-identification when two files A and B have
the same n individuals correspond to finding a particular
permutation π such that for each record i in A, π(i) is
assigned to each corresponding record j in B. This is,
π(i) = j can be understood as the linkage of individual i
in file A with the individual j in file B.

Using this notation, we can compute the following:

1. The number of possible re-identifications: n!
2. The number of permutations such that there are exactly
r elements correctly re-identified: These permutations with
exactly r correct links can be built considering the follow-
ing steps (we use below k := n − r). First, we take k
elements from the correct permutation π and we permu-
tate this k elements in such a way that there is no one that
keeps its original position. Therefore, there are exactly r
elements correctly re-identified (the elements not selected).
To compute the cardinality of this set of permutations, we
need to know that the number of sets that can be taken
with k elements is: n!/(k!(n − k)!). Also, that a permuta-
tion without fixed point (see e.g. [25]) generated from π′ is
a permutation π′′ in such a way that there is no element
that keeps its original position (i.e., π′(i) 6= π′′ for all i).
The number of permutations of k elements without fixed
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point is [25]:

(p̂)(k) = k!
k∑

v=0

(−1)k

v!

According to this, the number of permutations such that
there are exactly r elements in the correct position is:

n!
∑k

v=0
(−1)k

v!

(n− k)!

3. The probability of finding at random a permutation with
exactly r elements in the correct position:∑k

v=0
(−1)k

v!

(n− k)!

In Table V probabilities for the case of having n = 33
(the ionosphere case) are given. Note that the probabil-
ity of obtaining 10 or more correct links (the ones ob-
tained in the example above for the ionosphere data file)
is 1.01377715E − 7. Similarly, Table VI displays the prob-
abilities for the case of n = 8. This is the case of the
abalone data file. In this case, the probability of having
more than 6 correct links (the ones obtained in this exam-
ple) is 7.1924605E− 4. Table VII displays the correspond-
ing probabilities for the iris file (n = 4).

An additional aspect to be considered for the evalua-
tion of this result is that standard techniques for record-
linkage when files share a set of common variables do not
lead to 100% re-identifications. In fact, [41] describe about
300 record-linkage experiments (one third using numerical
data and the rest using categorical data) and the corre-
sponding percentage of re-identifications for both proba-
bilistic and distance-based record linkage approaches are
listed. The following averages can be computed from the
listings: 26.12% (for distance-based record linkage for nu-
merical data), 19.72% (for probabilistic one for numerical
data), 59.30% (for distance-based one for categorical data)
and 57.93% (for probabilistic one for categorical data). In
the approach presented here, we got 75% re-identifications
for the abalone file and 30.30% for the ionosphere file.

According to all this, the abalone and ionosphere exam-
ples show that although re-identification for files not shar-
ing variables is far from perfect, the approach proposed
here is appropriate because it obtains meaningful and rel-
evant links.

VI. Conclusions.

In this work we have considered the use of aggregation
operators in data mining. We have considered two different
uses. First, we have shown its application in the process
of building data models. We have argued that some of
the learning techniques are appliable to large databases
because the cost is proportional to the number of vari-
ables. An example that considers 33 variables has been
given. Second, we have shown that aggregation operators
are useful for extracting implicit information from raw data
and we have applied them to a re-identification problem.

r probability |links| = r probability |links| ≥ r
0 0.36787942 1.0
1 0.36787942 0.63212055
2 0.18393971 0.26424113
3 0.06131324 0.0803014
4 0.01532831 0.018988157
5 0.003065662 0.0036598467
6 5.109437E-4 5.941848E-4
7 7.299195E-5 8.3241146E-5
8 9.123994E-6 1.0249197E-5
9 1.0137771E-6 1.1252026E-6
10 1.01377715E-7 1.1142548E-7
11 9.216156E-9 1.0047766E-8
12 7.680129E-10 8.316107E-10
13 5.907792E-11 6.359777E-11
14 4.2198515E-12 4.5198524E-12
15 2.8132344E-13 3.0000107E-13
16 1.7582715E-14 1.8677634E-14
17 1.0342773E-15 1.0949201E-15
18 5.745985E-17 6.064281E-17
19 3.0242027E-18 3.1829554E-18
20 1.5121014E-19 1.5875276E-19
21 7.200482E-21 7.5426254E-21
22 3.2729465E-22 3.4214245E-22
23 1.4230203E-23 1.4847793E-23
24 5.929247E-25 6.1758905E-25
25 2.3717165E-26 2.4664351E-26
26 9.121372E-28 9.471847E-28
27 3.3801082E-29 3.5047438E-29
28 1.202626E-30 1.246356E-30
29 4.241236E-32 4.3729944E-32
30 1.2566625E-33 1.317584E-33
31 6.080625E-35 6.092142E-35
32 0 1.1516336E-37
33 1.1516335E-37 1.1516336E-37

TABLE V

Probabilities of having r correct links, and of having more

or equal than r links for 33 individuals.

We have shown that OWA operators are suitable in this
task. We have compared our approach with random se-
lection of linked pairs and with the results usual in re-
identification using standard approaches. In both compar-
isons, our method is well rated and, thus, it shows that the
method is suitable for re-identification for files not sharing
variables.
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