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Many methods for masking microdata have been introduced in the past 25 years.
Kim’s (1986) introduction of the additive noise method for limiting disclosure ap-
peared most promising because it preserves many statistical properties. It fails,
however, to preserve confidentiality for a sizable percentage of respondents (Win-
kler 1998). Other schemes sacrifice the preservation of statistical properties (or the
scope of potential analyses) for a high level of confidentiality.

We consider a generalization of Kim’s method and generate noise from a finite
mixture of multivariate normal distributions. Sequential Quadratic Programming is
used to obtain values for the parameters and to control the amount of noise added
to observations from each attribute. We present several examples to demonstrate the
proposed masking scheme preserves statistical properties as well as confidentiality.

We measure the risk of disclosure with the application of Record Linkage Software.
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