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,VVXHV�DQG�SODQV�IRU�WKH�GLVFORVXUH�FRQWURO�RI�
WKH�6ZHGLVK�&HQVXV������

$EVWUDFW�

7KH�&HQVXV�����LV�WKH�ILUVW�FHQVXV�LQ�6ZHGHQ�VLQFH������DQG�LW�ZLOO�IRU�
WKH�ILUVW�WLPH�EH�IXOO\�UHJLVWHU�EDVHG��,Q�DGGLWLRQ��WKH�V\VWHP�RI�UHJLVWHUV�
QRZ�FUHDWHG�ZLOO�EH�WKH�IRXQGDWLRQ�RI�DOO�IXWXUH�RIILFLDO�VWDWLVWLFV�RQ�
KRXVLQJ�DQG�KRXVHKROGV��,Q�RUGHU�WR�SURYLGH�D�IHDVLEOH�PHWKRG�IRU�
GLVFORVXUH�OLPLWDWLRQ��VHYHUDO�VWUDWHJLF�GHFLVLRQV�KDYH�WR�EH�WDNHQ��7KH�
SDSHU�GLVFXVVHV�LPSRUWDQW�LVVXHV�DQG�VRPH�SRVVLEOH�PHWKRGV�IRU�
SURWHFWLQJ�GDWD��
�

�� %DFNJURXQG�
���� ,QWURGXFWLRQ�

7R�SURWHFW�GDWD�SURSHUO\�EHIRUH�LW�LV�GLVVHPLQDWHG�LV�LPSRUWDQW�WR�DOO�16,�V��
IRU�OHJLVODWLYH�DQG�HWKLFDO�UHDVRQV��DQG�IRU�WKH�FUHGLELOLW\�RI�WKH�DJHQF\��
6WDWLVWLFV�6ZHGHQ�LV�QR�H[FHSWLRQ��5HVXOWV�IURP�&HQVXV������DUH�WR�EH�
GHOLYHUHG�WR�(XURVWDW�QR�ODWHU�WKDQ�0DUFK�������+RZHYHU��6WDWLVWLFV�
6ZHGHQ�DLPV�DW�SXEOLVKLQJ�UHVXOWV�QDWLRQDOO\�LQ�WKH�DXWXPQ�RI�������7KH�
ZRUN�RQ�ILQGLQJ�D�IHDVLEOH�VROXWLRQ�IRU�GLVFORVXUH�FRQWURO�ZDV�LQLWLDWHG�LQ�D�
ILUVW�SKDVH�RI�WKH�FHQVXV�6'&�SURMHFW�LQ�������PDLQO\�FRQVLVWLQJ�RI�D�
OLWHUDWXUH�UHYLHZ��7KH�UHVXOWLQJ�UHSRUW�OLVWV�IHDVLEOH�PHWKRGV��UHYLHZV�WKH�
ZRUN�RI�RWKHU�VWDWLVWLFDO�DJHQFLHV��DQG�SRLQWV�WR�LPSRUWDQW�FRQVLGHUDWLRQV��
6WDWLVWLFV�6ZHGHQ�LV�QRZ�ODXQFKLQJ�WKH�VHFRQG�SKDVH�RI�WKH�SURMHFW��DW�D�
SRLQW�ZKHUH�VWUDWHJLF�GHFLVLRQV�KDYH�WR�EH�WDNHQ�LQ�RUGHU�WR�GHFLGH�KRZ�WR�
SURFHHG���
�
)RU�WKH�ILUVW�WLPH�LQ�6ZHGHQ��WKH�FHQVXV�ZLOO�EH�FRPSOHWHO\�UHJLVWHU�EDVHG��
7KH�V\VWHP�RI�UHJLVWHUV�WKDW�DUH�QRZ�LQ�SODFH�ZLOO�QRW�RQO\�GHOLYHU�GDWD�IRU�
WKH�FHQVXV��EXW��PRUH�LPSRUWDQWO\��LW�ZLOO�EH�WKH�IRXQGDWLRQ�IRU�IXWXUH�
RIILFLDO�VWDWLVWLFV�RQ�KRXVLQJ�DQG��KRXVHKROG�VWDWLVWLFV��7KXV�ILQGLQJ��D�
VROXWLRQ�IRU�VWDWLVWLFDO�GLVFORVXUH�OLPLWDWLRQ�LQ�WKH�FHQVXV�GDWD�LV�LQWHJUDWHG�
ZLWK�WKH�PRUH�H[WHQVLYH�TXHVWLRQ�RQ�KRZ�WR�SURWHFW�KRXVLQJ�DQG�
KRXVHKROG�VWDWLVWLFV�LQ�WKH�IXWXUH���
�
7KLV�SDSHU�VWDUWV�E\�EULHIO\�GHVFULELQJ�WKH�SUHPLVHV�IRU�D�UHJLVWHU�EDVHG�
FHQVXV��DQG�WKHQ�SURFHHGV�E\�OLVWLQJ�LPSRUWDQW�LVVXHV�DQG�FRQVLGHUDWLRQV�
WKDW�KDV�WR�EH�WDNHQ�LQ�RUGHU�WR�ILQG�D�VDWLVIDFWRU\�VROXWLRQ�IRU�WKH�
GLVFORVXUH�FRQWURO�RI�WKH�&HQVXV������GDWD��DV�ZHOO�DV�IXWXUH�RIILFLDO�
VWDWLVWLFV�RQ�KRXVHKROGV�DQG�KRXVLQJ��6RPH�SRVVLEOH�PHWKRGV�IRU�
SURWHFWLRQ�RI�WDEOHV�DUH�PHQWLRQHG��
�

���� $�UHJLVWHU�EDVHG�FHQVXV�

&HQVXV������LV�WKH�ILUVW�IXOO\�UHJLVWHU�EDVHG�FHQVXV�LQ�6ZHGHQ��5HIHUHQFH�
GD\�LV����'HFHPEHU��WKXV�WLPH�ZDV�DOORZHG�IRU�WKH�QHFHVVDU\�UHJLVWHUV�WR�
EH�SURSHUO\�XSGDWHG�GXULQJ�������7KH�ODVW�WUDGLWLRQDO�FHQVXV�LQ�6ZHGHQ�
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ZDV�FRQGXFWHG�LQ�������ZLWK�GDWD�EHLQJ�FROOHFWHG�E\�D�VHOI�DGPLQLVWHUHG�
PDLO�RXW�PDLO�EDFN�TXHVWLRQQDLUH��,Q�������WKH�6ZHGLVK�SDUOLDPHQW�WRRN�
WKH�GHFLVLRQ�WKDW�WKH�QH[W�FHQVXV�VKRXOG�EH�FRPSOHWHO\�UHJLVWHU�EDVHG��)RU�
VHYHUDO�UHDVRQV��DPRQJ�WKHP�SROLWLFDO�FRQFHUQV�RI�SULYDF\��WKH�QHFHVVDU\�
OHJDO�UHJXODWLRQ�ZDV�QRW�LQ�SODFH�XQWLO�PRUH�WKDQ�WHQ�\HDUV�ODWHU��6WLOO��D�
UHJLVWHU�EDVHG�FHQVXV�ZDV�QRW�IHDVLEOH�GXH�WR�WKH�ODFN�RI�D�OLQN�EHWZHHQ�
WKH�7RWDO�3RSXODWLRQ�5HJLVWHU��735��DQG�WKH�5HDO�3URSHUW\�5HJLVWHU�
�535���,Q�������WKH�6ZHGLVK�SDUOLDPHQW�SDVVHG�D�ELOO�RQ�WKH�FUHDWLRQ�RI�D�
QHZ�5HJLVWHU�RI�'ZHOOLQJV��5'���LQFOXGLQJ�IODWV�DQG�VLQJOH�KRXVHV��ZKLFK�
ZLOO�EH�OLQNHG�WR�ERWK�WKH�735�DQG�WKH�535���
�
7KH�&HQVXV������LV�REYLRXVO\�D�YHU\�LPSRUWDQW�WDVN��EXW�IRU�6WDWLVWLFV�
6ZHGHQ�DQ�HTXDOO\�LPSRUWDQW�DGYDQWDJH�RI�EXLOGLQJ�D�FRPSOHWH�V\VWHP�RI�
UHJLVWHUV�RQ�LQGLYLGXDOV�DQG�UHDO�SURSHUW\�LV�WKH�SRVVLELOLW\�WR�LPSURYH�
RIILFLDO�VWDWLVWLFV�RQ�KRXVHKROGV�DQG�KRXVLQJ��6WDWLVWLFV�6ZHGHQ�ZLOO�EH�
DEOH�WR�SURYLGH�RIILFLDO�VWDWLVWLFV�LQ�DUHDV�ZKHUH�WKHUH�KDV�EHHQ�
FRQVLGHUDEOH�VKRUWDJH�VR�IDU��$Q�XS�WR�GDWH�DQG�FRKHUHQW�V\VWHP�RI�
UHJLVWHUV�HQKDQFHV�WKH�FDSDELOLW\�WR�SURGXFH�VWDWLVWLFV�RQ�GHPDQG�ZLWK�
LPSURYHG�ORQJLWXGLQDO�TXDOLW\�DW�ORZ�FRVW��SURGXFH�VWDWLVWLFV�RQ�VPDOOHU�
GRPDLQV�DQG�VSHFLDO�SRSXODWLRQV��SURYLGH�VWDQGDUGLVHG�UHJLVWHU�YDULDEOHV�
DQG�SRSXODWLRQV�WKDW�ZLOO�LPSURYH�WKH�FRPSDUDELOLW\�EHWZHHQ�VWXGLHV��DQG�
SURYLGH�D�EHWWHU�IUDPHZRUN�IRU�VDPSOH�VXUYH\V���
�
7KHVH�QHZ�RSSRUWXQLWLHV�DOVR�UDLVHV�SULYDF\�LVVXHV�DQG�SXW�KLJK�GHPDQGV�
RQ�6WDWLVWLFV�6ZHGHQ�WR�SURSHUO\�SURWHFW�GLVVHPLQDWHG�GDWD��$GPLQLVWUDWLYH�
UHJLVWHUV�DUH�XVHG�H[WHQVLYHO\�LQ�6ZHGHQ��DW�PXQLFLSDO�DV�ZHOO�DV�VWDWH�
OHYHO��7KHUH�LV�D�KLVWRU\�RI�SROLWLFDO�GHEDWLQJ�DERXW�SULYDF\�FRQFHUQV�
UHJDUGLQJ�DGPLQLVWUDWLYH�GDWD�DQG�VWDWLVWLFDO�XVH�RI�VXFK�GDWD��7KH�
WUDGLWLRQDO�FHQVXV�PHWKRG�RI�PDLOLQJ�RXW�TXHVWLRQQDLUHV�ZDV�TXHVWLRQHG�E\�
WKH�SXEOLF�LQ�������DQG�WKH�JHQHUDO�YLHZ�DW�WKDW�WLPH�ZDV�WKDW�WKH�XVH�RI�
DGPLQLVWUDWLYH�GDWD�ZDV�SHUFHLYHG�DV�OHVV�LQWUXVLYH�WKDQ�D�PDLOHG�
TXHVWLRQQDLUH��7RGD\��WKH�XVH�RI�DGPLQLVWUDWLYH�UHJLVWHUV�LV�QRW�TXHVWLRQHG�
SHU�VH��EXW�SULYDF\�FRQFHUQV�DUH�RI�JUHDW�LPSRUWDQFH��$V�D�FRQVHTXHQFH�RI�
WKH�SUHYLRXV�SULYDF\�GHEDWH��6WDWLVWLFV�6ZHGHQ�LV�QRW�DOORZHG�WR�VWRUH�WKH�
FHQVXV�PLFUR�GDWD�IRU�IXWXUH�XVH��
�
7KH� V\VWHP� RI� VWDWLVWLFDO� UHJLVWHUV� UHOLHV� RQ� WKUHH� FRUH� UHJLVWHUV�� WKH�
%XVLQHVV� 5HJLVWHU� �%5��� WKH� 735�� DQG� WKH� 535�� 7KH� FRUH� UHJLVWHUV� DUH�
OLQNHG�WR�YDULRXV�VXEMHFW�PDWWHU�UHJLVWHUV�VXFK�DV�UHJLVWHUV�RI�HPSOR\PHQW��
RFFXSDWLRQ��HGXFDWLRQ��DQG�EXLOGLQJV��7KH�V\VWHP�RI�VWDWLVWLFDO�UHJLVWHUV�LV�
GHSHQGHQW� RQ� WKH� SRVVLELOLW\� WR� XQLTXHO\� OLQN� LQIRUPDWLRQ� WR� REMHFWV��
&RPSUHKHQVLYH� DQG� XQLTXH� LGHQWLILFDWLRQ� QXPEHUV� RI� SHUVRQV� DQG�
EXVLQHVVHV�KDYH�H[LVWHG� IRU�D� ORQJ� WLPH� LQ�6ZHGHQ��:LWK� WKH�FUHDWLRQ�RI�
WKH�5'�� D� XQLTXH� LGHQWLILFDWLRQ� QXPEHU� KDV� EHHQ� JLYHQ� WR� DOO� GZHOOLQJV�
�IODWV�DQG�KRXVHV���7KLV�DOORZV�IRU�D�GHILQLWLRQ�RI�KRXVHKROGV�EDVHG�RQ�WKH�
UHJLVWHUV�� )XUWKHU� LQIRUPDWLRQ� RQ� WKH� 6ZHGLVK� UHJLVWHU�EDVHG� FHQVXV� DQG�
UHODWHG�PHWKRGRORJLFDO�FRQFHUQV�FDQ�EH�IRXQG�LQ�$[HOVRQ�HW�DO��������DQG�
+HGOLQ�HW�DO���������
�
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�� ,PSRUWDQW�LVVXHV�
���� 6FRSH�

7KHUH�DUH�WZR�FRQFHLYDEOH�ZD\V�IRU�6WDWLVWLFV�6ZHGHQ�WR�SURFHHG�ZKHQ�
GHFLGLQJ�RQ�D�SURSHU�PHWKRG�IRU�GLVFORVXUH�FRQWURO��:H�FRXOG�VWDUW�ZLWK�D�
VSHFLILF�GLVFORVXUH�FRQWURO�VROXWLRQ�IRU�WKH�&HQVXV�������7KLV�LQFOXGHV�
VWUDWHJLF�GHFLVLRQV�DQG�FKRLFH�RI�SURSHU�PHWKRGV��DV�ZHOO�DV�SURYLGLQJ�WKH�
WHFKQLFDO�PHDQV�IRU�FDUU\LQJ�RXW�ULVN�DVVHVVPHQW�DQG�SURWHFWLRQ��WDNLQJ�
LQWR�DFFRXQW�6ZHGLVK�OHJLVODWLRQ�DQG�WKH�UHTXLUHPHQWV�RI�(XURVWDW��2U�ZH�
FRXOG�DLP�IRU�D�PRUH�JHQHUDO�VROXWLRQ�WKDW�PD\�DSSO\�WR�DOO�W\SHV�RI�
SXEOLVKHG�VWDWLVWLFV�RQ�KRXVLQJ��KRXVHKROGV�DQG�LQGLYLGXDOV��DV�IL[HG�WDEOHV�
RU�LQ�D�IOH[LEOH�RQ�OLQH�V\VWHP��,I�ZH�FKRRVH�WR�IRFXV�RQ�D�VSHFLILF�VROXWLRQ�
IRU�WKH�FHQVXV��ZRUNLQJ�RQ�D�JHQHUDO�VROXWLRQ�VWLOO�UHPDLQV��
�
,I�6WDWLVWLFV�6ZHGHQ�GHFLGHV�WR�DLP�IRU�D�PRUH�JHQHUDO�VROXWLRQ�DW�WKLV�
SRLQW��WKHUH�DUH�VWLOO�VSHFLILF�LVVXHV�IRU�WKH�FHQVXV�WR�EH�VROYHG��$�VLPLODU�
VWDWHPHQW�KROGV�WKH�RWKHU�ZD\�DURXQG��LI�D�VSHFLILF�FHQVXV�VROXWLRQ�LV�
SULRULWL]HG��LW�LV�KLJKO\�GHVLUDEOH�WKDW�WKH�UHVXOWV�DQG�OHVVRQV�OHDUQHG�FDQ�EH�
XWLOL]HG�LQ�D�IXWXUH�JHQHUDO�VROXWLRQ��
�

���� /HJDO�UHTXLUHPHQWV�

$FFRUGLQJ�WR�(8�UHTXLUHPHQWV��GDWD�VKRXOG�EH�SURWHFWHG�E\�WKH�QDWLRQDO�
DJHQFLHV��DQG�QDWLRQDO�OHJLVODWLRQ�DSSOLHV��5HJXODWLRQ�1R������������7KH�
SUHPLVH�RI�WKH�6ZHGLVK�OHJLVODWLRQ�LV�WKDW�DOO�RIILFLDO�VWDWLVWLFV�DUH�
FRQILGHQWLDO�ZLWKRXW�H[FHSWLRQ�DQG�PD\�RQO\�EH�SXEOLVKHG�LI�LW�FDQ�EH�
JXDUDQWHHG�WKDW�D�GLVFORVXUH�ZRXOG�QRW�FDXVH�KDUP�RU�GDPDJH�WR�DQ�
LQGLYLGXDO���
�

���� 6WUDWHJLF�LVVXHV�

7KHUH�DUH�VHYHUDO�VWUDWHJLF�LVVXHV�WKDW�6WDWLVWLFV�6ZHGHQ�QHHGV�WR�FRQVLGHU�
EHIRUH�GHWHUPLQLQJ�ZKLFK�PHWKRGV�WR�XVH�IRU�ULVN�DVVHVVPHQW�DQG�
SURWHFWLRQ�RI�GDWD��$Q�LPSRUWDQW�LVVXH�LV�ZKHUH�WKH�JUHDWHVW�ULVN�LV�
FRQVLGHUHG�WR�EH��$UH�VPDOO�YDOXHV��GHWDLOHG�JHRJUDSK\��DWWULEXWH�RU�
LGHQWLW\�GLVFORVXUH��JURXS�GLVFORVXUH��ULVN�RI�GLIIHUHQWLDWLRQ��RU�DQ\WKLQJ�
HOVH�FRQVLGHUHG�WR�EH�WKH�ELJJHVW�WKUHDW"�7KHVH�GHFLVLRQV�VKRXOG�EH�WDNHQ�
DW�D�OHYHO�RI�WKH�RUJDQL]DWLRQ�ZKHUH�WKH�IRUPDO�UHVSRQVLELOLW\�IRU�
FRQILGHQWLDOLW\�DQG�SULYDF\�LVVXHV�OLHV��L�H��PDQDJHPHQW��2QFH�WKHVH�
VWUDWHJLF�LVVXHV�DUH�VHWWOHG��DSSURSULDWH�PHWKRGV�FDQ�EH�FKRVHQ��,W�LV�
LPSRUWDQW�IRU�6WDWLVWLFV�6ZHGHQ�WR�UHDFK�FRQVHQVXV�LQ�RUGHU�IRU�WKH�
PHWKRGV�FKRVHQ�WR�KDYH�DQ�LPSDFW�LQ�WKH�RUJDQL]DWLRQ���
�
2IILFH�IRU�1DWLRQDO�6WDWLVWLFV�LV�DQ�H[DPSOH�RI�DQ�DJHQF\�WKDW�KDV�GRQH�
FRQVLGHUDEOH�ZRUN�LQ�RUGHU�WR�DUULYH�DW�D�SROLF\�IRU�WKH�SURWHFWLRQ�RI�
FHQVXV�GDWD��/RQJKXUVW�HW�DO�������6SLFHU�DQG�7XGRU��������:H�DUH�
FRQVLGHULQJ�KRZ�WR�DFKLHYH�VRPHWKLQJ�VLPLODU��RQO\�ZLWK�OLPLWHG�WLPH�DQG�
UHVRXUFHV��IRU�WKH�&HQVXV�������DQG�LQ�JHQHUDO�KRZ�WR�ZRUN�LQ�D�
V\VWHPDWLF�ZD\�WR�DVVHVV�ULVN�VFHQDULRV�LQ�VWDWLVWLFDO�SURGXFWV��XVLQJ�
&HQVXV������DV�D�FDVH�VWXG\��6XFK�D�V\VWHPDWLF�ZD\�RI�ZRUNLQJ��D�
IUDPHZRUN�RU�FKHFN�OLVW��PLJKW�LQ�WKH�HQG�OHDG�WR�D�JHQHUDO�VWDWHPHQW�RU�
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SROLF\�RQ�KRZ�6WDWLVWLFV�6ZHGHQ�YLHZV�ULVN��
�
$QRWKHU�LPSRUWDQW�FRQVLGHUDWLRQ�LV�ZKDW�WR�YLHZ�DV�PRVW�LPSRUWDQW�WR�
NHHS�LQ�WKH�SXEOLVKHG�GDWD��5LVN�PXVW�EH�UHGXFHG�WR�DQ�DFFHSWDEOH�OHYHO�
ZKLOH�DW�WKH�VDPH�WLPH�QRW�FDXVLQJ�XQDFFHSWDEOH�UHGXFWLRQ�RI�WKH�XWLOLW\�RI�
WKH�GDWD��3DUWLFXODU�FRQFHUQV�ZKHUH�GLVFORVXUH�FRQWURO�PHWKRGV�PD\�
VLJQLILFDQWO\�DIIHFW�GDWD�VKRXOG�EH�GLVFXVVHG�ZLWK�LPSRUWDQW�XVHUV�RI�GDWD�
VR�WKDW�GLVFORVXUH�ULVN�FDQ�EH�EDODQFHG�DJDLQVW�WKHLU�UHTXLUHPHQWV��
&RQVLVWHQF\�EHWZHHQ�WDEOHV��DGGLWLYLW\�ZLWKLQ�WDEOHV��DQG�WKH�HIIHFWV�WKDW�
GLVFORVXUH�FRQWURO�PLJKW�KDYH�RQ�FRPPRQ�DQDO\VHV�DUH�LPSRUWDQW�WR�
GLVFXVV�ZLWK�XVHUV��,Q�WKLV�FRQWH[W��LW�LV�DOVR�LPSRUWDQW�WR�LQIRUP�XVHUV�WKDW�
ZH�DUH�SURWHFWLQJ�GDWD�DQG�ZK\�ZH�GR�LW��
�
&HQVXV�WDEOHV�ZLOO�EH�SXEOLVKHG�LQ�WKH�6ZHGLVK�6WDWLVWLFDO�'DWDEDVHV�
�66'���DQ�RQ�OLQH�V\VWHP�ZLWK�VRPH�IOH[LELOLW\�DFFHVVHG�IURP�WKH�ZHESDJH�
RI�6WDWLVWLFV�6ZHGHQ��)URP�66'��(XURVWDW�ZLOO�UHWULHYH�GDWD��DQG�DQ\�RWKHU�
XVHUV�ZLOO�KDYH�DFFHVV�WR�WKH�FHQVXV�WDEOHV��+RZHYHU��WKH�66'�GRHV�QRW�
FXUUHQWO\�KDYH�D�IXQFWLRQ�IRU�SURWHFWLQJ�GDWD��7KH�FKRLFH�LV�HLWKHU�WR�
SURWHFW�WDEOHV�EHIRUH�WKH�DJJUHJDWHG�GDWD�LV�XSORDGHG�RQ�WR�WKH�V\VWHP��RU�
WR�DGG�IXQFWLRQDOLW\�LQ�66'�VR�WKDW�GDWD�LV�SURWHFWHG�ZKHQ�WKHUH�LV�D�
UHTXHVW�IURP�D�XVHU��+HUH�WRR�WKH�DVSHFW�RI�VSHFLILFLW\�WR�FHQVXV�RU�
JHQHUDOLW\�WR�IXWXUH�KRXVLQJ�DQG�KRXVHKROG�VWDWLVWLFV�DSSOLHV��,I�66'�LV�
UHGHVLJQHG�IRU�GLVFORVXUH�FRQWURO��LW�LV�D�GHILQLWH�DGYDQWDJH�LI�WKH�VROXWLRQ�
FDQ�EH�XWLOL]HG�LQ�D�IXWXUH�JHQHUDO�VROXWLRQ��,Q�DGGLWLRQ��LW�KDV�LPSOLFDWLRQV�
IRU�RWKHU�W\SHV�RI�SXEOLFDWLRQ�VLQFH�WKH�PHWKRGV�SHUIRUPHG�RQ�WDEOHV�EDVHG�
RQ�WKH�VDPH�GDWD�VHW�WKDW�DUH�SXEOLVKHG�LQ�DQ\�RWKHU�ZD\�VKRXOG�QRW�GLIIHU�
IURP�WKH�PHWKRGV�XVHG�LQ�WKH�RQ�OLQH�V\VWHP��IRU�FRQVLVWHQF\�EHWZHHQ�
WDEOHV�DQG�WR�DYRLG�FRQIXVLRQ�DPRQJ�XVHUV�EXW�DOVR�WR�OLPLW�WKH�SRVVLELOLW\�
RI�GLVFORVXUH�WKURXJK�H�J��GLIIHUHQW�VXSSUHVVLRQ�SDWWHUQV��GLIIHUHQFLQJ�HWF��
�

�� )HDVLEOH�PHWKRGV�
�
7KH�VWUDWHJLF�LVVXHV�PHQWLRQHG�DERYH�QHHG�WR�EH�FRQVLGHUHG�EHIRUH�D�
GHILQLWH�FKRLFH�RI�PHWKRG�IRU�GDWD�SURWHFWLRQ�LV�PDGH��EXW�WKH�UHSRUW�IURP�
WKH�ILUVW�SKDVH�RI�WKH�FHQVXV�6'&�SURMHFW�SRLQWV�WR�VRPH�SRVVLEOH�PHWKRGV��
)LQGLQJ�D�VWUDWHJ\�DQG�FULWHULD�IRU�FKRRVLQJ�D�PHWKRG��DV�ZHOO�DV�PDNLQJ�D�
FKRLFH���ZLOO�EH�WKH�WDVN�RI�WKH�VHFRQG�SKDVH�RI�WKH�SURMHFW��/HVVRQV�FDQ�EH�
OHDUQHG�IURP�VWUDWHJLHV�DGRSWHG�DW�RWKHU�DJHQFLHV��GHVFULEHG�IRU�H[DPSOH�
LQ�)RUEHV�HW�DO���������/RQJKXUVW�HW�DO���������6SLFHU�DQG�7XGRU���������
DQG�&DPGHQ�HW�DO���������
�
0XQLFLSDOLW\�ZLOO�EH�WKH�ORZHVW�OHYHO�RI�JHRJUDSK\��RFFXUULQJ�LQ�RQO\�D�
IHZ�RI�WKH�K\SHUFXEHV��7KHUH�DUH�����PXQLFLSDOLWLHV�LQ�6ZHGHQ�DQG�WKHUH�
ZHUH�����������SHUVRQV�UHJLVWHUHG�LQ�WKH�735�DV�RI�����'HFHPEHU�������
&OHDUO\��WDEOHV�ZLOO�EH�VSDUVH�ZLWK�PDQ\�]HURV�RU�ORZ�YDOXHV��7KH�ILQDO�
GDWD�VHW�GRHV�QRW�\HW�H[LVW��EXW�IRU�SKDVH�WZR�RI�WKH�FHQVXV�6'&�SURMHFW��
HQRXJK�GDWD�ZLOO�EH�DYDLODEOH�LQ�RUGHU�WR�SHUIRUP�WHVWV�RI�SURWHFWLRQ�
PHWKRGV�DQG�FKRLFHV�RI�SDUDPHWHUV��
�
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)RU�D�JHQHUDO�VROXWLRQ�WKDW�ZLOO�KROG�IRU�WKH�IXWXUH�KRXVLQJ�DQG�KRXVHKROG�
VWDWLVWLFV��D�SUH�WDEXODU�PHWKRG�LV�SUREDEO\�WR�EH�SUHIHUUHG��1HZ�GDWD�ZLOO�
EH�FROOHFWHG�IURP�WKH�V\VWHP�RI�UHJLVWHUV�DW�JLYHQ�WLPH�SRLQWV�DQG�WDEOHV�
ZLOO�EH�SUHVHQWHG�LQ�66'��DV�IL[HG�WDEOHV��DQG�RQ�XVHU�UHTXHVWV��7R�HQVXUH�
FRQVLVWHQF\�EHWZHHQ�GLIIHUHQW�IRUPV�RI�RXWSXW��DQG�WR�UHGXFH�ZRUN�ORDG�
EHWZHHQ�GDWD�FROOHFWLRQV�DQG�FRPSOH[LW\�RI�,7�V\VWHPV��LW�VHHPV�PRVW�
HIILFLHQW�WR�SURWHFW�PLFUR�GDWD�RQFH�IRU�HDFK�GDWD�FROOHFWLRQ�LQVWHDG�RI�
FRQWLQXRXVO\�SURWHFWLQJ�WDEOHV�DV�WKH\�DUH�XSORDGHG�RU�UHTXHVWHG�IURP�
66'��7DUJHWHG�UHFRUG�VZDSSLQJ�LV�DQ�RSWLRQ��VHH�H�J��6KORPR�������
�������5HFRUG�VZDSSLQJ�LQ�D�FHQVXV�FRQWH[W�XVXDOO\�PHDQV�WKDW�
JHRJUDSKLFDO�YDULDEOHV�DUH�VZDSSHG�EHWZHHQ�UDQGRP�SDLUV�RI�KRXVHKROGV��
FRQWUROOLQJ�IRU�VRPH�KRXVHKROG�FKDUDFWHULVWLFV�LQ�RUGHU�WR�PLQLPL]H�ELDV��
7DUJHWLQJ�PHDQV�WKDW�KRXVHKROGV�PRVW�DW�ULVN�IRU�GLVFORVXUH�DUH�PRUH�
OLNHO\�WR�EH�VZDSSHG��6ZDSSLQJ�ZRXOG�JLYH�FRQVLVWHQW�DQG�DGGLWLYH�WDEOHV��
7KH�PHWKRG�FDQ�EH�VXSSOHPHQWHG�ZLWK�DGGLWLRQDO�FKHFNV�DQG�VSHFLILF�
UXOHV�LI�QHFHVVDU\���
�
7KH�$%6�FHOO�SHUWXUEDWLRQ�PHWKRG�FRXOG�DOVR�EH�FRQVLGHUHG��GHVLJQHG�WR�
SURYLGH��SURWHFWLRQ�IRU�IOH[LEOH�WDEOHV�LQ�SDUWLFXODU�ZKHUH�GLIIHUHQWLDWLRQ�LV�
EH�D�FRQVLGHUDEOH�ULVN��)UDVHU�DQG�:RRWRQ�������/HDYHU��������7KH�
PHWKRG�DVVLJQV�D�YDOXH�WR�HDFK�PLFUR�GDWD�UHFRUG�DQG�WKHVH�YDOXHV�DUH�
DJJUHJDWHG�WR�FHOOV��7KH�FHOO�OHYHO�NH\�DQG�D�ORRN�XS�WDEOH�LV�XVHG�WR�
GHWHUPLQH�WKH�DPRXQW�RI�SHUWXUEDWLRQ�DSSOLHG�WR�HDFK�FHOO��(DFK�FHOO�ZLOO�
KDYH�WKH�VDPH�SHUWXUEDWLRQ�LQGHSHQGHQW�RI�WKH�WDEOH�ZKHUH�LW�DSSHDUV��
$SSO\LQJ�WKH�PHWKRG�ZLOO�JLYH�FRQVLVWHQW�WDEOHV��EXW�WKH\�DUH�QRW�
QHFHVVDULO\�DGGLWLYH��$GGLWLYLW\�FDQ�EH�UHVWRUHG��EXW�WKHQ�FRQVLVWHQF\�LV�
DIIHFWHG���
�
7DUJHWHG�UHFRUG�VZDSSLQJ�LV�IHDVLEOH�DOVR�IRU�D�VSHFLILF�FHQVXV�VROXWLRQ��
ZLWK�WKH�DGGLWLRQDO�EHQHILW�RI�EHLQJ�D�FDVH�VWXG\�IRU�WKH�JHQHUDO�VROXWLRQ��
+RZHYHU��LW�KDV�DOVR�EHHQ�GLVFXVVHG�WR�XVH�SRVW�WDEXODU�PHWKRGV�IRU�WKH�
FHQVXV��DV�WKLV�LV�D�RQH�WLPH�HYHQW�DQG�GDWD�ZLOO�RQO\�EH�SXEOLVKHG�WKURXJK�
66'��2QH�RSWLRQ�LV�WR�XVH�UDQGRP�URXQGLQJ�RI�VPDOO�YDOXHV��SRVVLEO\�
WRJHWKHU�ZLWK�DGGLWLRQDO�UXOHV�OLNH�D�PLQLPXP�DYHUDJH�FHOO�YDOXH�RU�D�
WKUHVKROG�IRU�WKH�QXPEHU�RI�KRXVHKROGV�LQ�D�PXQLFLSDOLW\��$Q�LPSRUWDQW�
FKRLFH�LV�WR�GHFLGH�ZKHQ�GLVFORVXUH�SURWHFWLRQ�LV�DSSOLHG��EHIRUH�
XSORDGLQJ�LQ�66'�RU�DV�WDEOHV�DUH�UHTXHVWHG���:LWK�D�VSHFLILF�VROXWLRQ��WKH�
DPRXQW�RI�UHVRXUFHV�DQG�ZRUN�SXW�LQWR�WKH�GLVFORVXUH�SURWHFWLRQ�VKRXOG�EH�
UHDVRQDEOH��
�
+RXVHKROGV�ZLOO�EH�FUHDWHG�EDVHG�RQ�UHJLVWHU�LQIRUPDWLRQ�RQ�LQGLYLGXDOV��
L��H��PDUULDJHV��FKLOGUHQ�±�SDUHQW�UHODWLRQ��DGGUHVV��DQG�DSDUWPHQW�QXPEHU��
$GGLWLRQDO�DSSUR[LPDWH�UXOHV�DUH�QHFHVVDU\�WR�VHSDUDWH�IDPLOLHV�IURP�
SHRSOH�VKDULQJ�DSDUWPHQW�EXW�QRW�KRXVHKROG��7KHUH�LV�OLNHO\�WR�EH�PLVVLQJ�
GDWD�GXH�WR�LQFRPSOHWH�DGGUHVVHV�DQG�PLVVLQJ�DSDUWPHQW�QXPEHUV��7KLV�
PHDQV�WKDW�ZH�ZLOO�KDYH�VHHPLQJO\�³HPSW\´�DSDUWPHQWV�DQG�³KRPHOHVV´�
SHRSOH��GXH�WR�PLVVLQJ�UHJLVWHU�GDWD���
�
7KH�SUREOHP�ZLOO�SUREDEO\�EH�DGGUHVVHG�ZLWK�LPSXWDWLRQ�RU�ZHLJKWLQJ��
7KH�GDWD�RQ�KRXVHKROGV�DQG�KRZ�KRXVHKROGV�DUH�FUHDWHG�ZLOO�EH�HYDOXDWHG�
E\�D�VDPSOH�VXUYH\��GDWD�FROOHFWLRQ�LQ�0DUFK�DQG�$SULO��������7KH�
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HYDOXDWLRQ�ZLOO�JLYH�XV�D�KLQW�RI�WKH�DPRXQW�DQG�W\SHV�RI�PHDVXUHPHQW�
HUURUV��7KHUH�LV�QR�UHDVRQ�WR�SURWHFW�LPSXWHG�YDOXHV��RU�IRU�WKDW�PDWWHU�
YDOXHV�DIIHFWHG�E\�RWKHU�V\VWHPDWLF�HUURUV�WKDW�FUHDWH�XQFHUWDLQW\�LQ�WKH�
GDWD��LI�WKH\�FDQ�EH�PHDVXUHG��VLQFH�WKDW�ZRXOG�EH�LQIRUPDWLRQ�ORVW�LQ�
YDLQ��:LWK�WDUJHWHG�UHFRUG�VZDSSLQJ��LPSXWHG�UHFRUGV�FDQ�EH�H[FOXGHG�
IURP�VZDSSLQJ��7KH�ORRN�XS�WDEOH�RI�WKH�$%6�FHOO�SHUWXUEDWLRQ�PHWKRG�
FDQ�EH�VSHFLILHG�VR�WKDW�LPSXWHG�YDOXHV�DUH�QRW�SHUWXUEHG��:H�KRSH�WR�EH�
DEOH�WR�SXW�PRUH�HIIRUW�LQWR�UHODWLQJ�GLVFORVXUH�FRQWURO�WR�WKH�WRWDO�HUURU�RI�
UHJLVWHU�GDWD��
� �

5HIHUHQFHV�

$[HOVRQ�0���+HGOLQ�'���+ROPEHUJ�$���DQG�-DQVVRQ�,����������0HWKRGRORJ\�
LQ� WKH� 6ZHGLVK� UHJLVWHU�EDVHG� FHQVXV�� 3DSHU� SUHVHQWHG� DW� WKH� �����
,QWHUQDWLRQDO� 0HWKRGRORJ\� 6\PSRVLXP�� 6WDWLVWLFV� &DQDGD�� 2WWDZD��
2FWREHU��������
�
&DPGHQ��0���&RZLH��3��DQG�+HQOH\��/����������&HQVXV�7DEOHV��8WLOLW\�DQG�
6DIHW\�YLD�D�&HOO�7KUHVKROG��:RUN�VHVVLRQ�RQ�VWDWLVWLFDO�GDWD�
FRQILGHQWLDOLW\�0DQFKHVWHU�������'HFHPEHU�������(XURVWDW�
0HWKRGRORJLHV�DQG�:RUNLQJ�SDSHUV��(XURSHDQ�&RPPLVVLRQ��������
�
)RUEHV��$���1D\ORU��-���/HDYHU��9���*DUH��0���+DZNHV��7���DQG�&DPGHQ��0��
��������&RQILGHQWLDOLW\�3ODQV�IRU�WKH������&HQVXVHV�LQ�WKH�8.��$XVWUDOLD�
DQG�1=��D�&RPSDULVRQ��-RLQW�81(&(�(XURVWDW�:RUN�6HVVLRQ�RQ�
6WDWLVWLFDO�'DWD�&RQILGHQWLDOLW\��%LOEDR������'HFHPEHU�������
�
)UDVHU��%��DQG�:RRWRQ��-����������$�3URSRVHG�0HWKRG�IRU�
&RQILGHQWLDOLVLQJ�7DEXODU�2XWSXW�WR�3URWHFW�$JDLQVW�'LIIHUHQFLQJ��3DSHU�
SUHVHQWHG�WR�WKH�-RLQW�81(&(�(XURVWDW�ZRUN�VHVVLRQ�RQ�VWDWLVWLFDO�GDWD�
FRQILGHQWLDOLW\��*HQHYD��6ZLW]HUODQG�������1RYHPEHU�������
�
+HGOLQ�'���+ROPEHUJ�$���-DQVVRQ�,���DQG�/RUHQF�%����������7KH�ILUVW�IXOO\�
UHJLVWHU�EDVHG�FHQVXV�LQ�6ZHGHQ��3DSHU�SUHVHQWHG�DW�WKH������-RLQW�
6WDWLVWLFDO�0HHWLQJV��0LDPL�%HDFK��-XO\���±�$XJXVW���������
�
/RQJKXUVW��-��7URPDQV��1��<RXQJ�&��DQG�0LOOHU�&����������6WDWLVWLFDO�
'LVFORVXUH�&RQWURO�IRU�WKH������8.�&HQVXV��:RUN�VHVVLRQ�RQ�VWDWLVWLFDO�
GDWD�FRQILGHQWLDOLW\�0DQFKHVWHU�������'HFHPEHU�������(XURVWDW�
0HWKRGRORJLHV�DQG�:RUNLQJ�SDSHUV��(XURSHDQ�&RPPLVVLRQ��������
�
5(*8/$7,21��(&��1R����������2)�7+(�(8523($1�
3$5/,$0(17�$1'�2)�7+(�&281&,/�RI���-XO\������RQ�SRSXODWLRQ�
DQG�KRXVLQJ�FHQVXVHV��2-�/�����������������
�
/HDYHU��9����������,PSOHPHQWLQJ�D�0HWKRG�IRU�$XWRPDWLFDOO\�3URWHFWLQJ�
8VHU�'HILQHG�&HQVXV�7DEOHV��-RLQW�81(&(�(XURVWDW�:RUN�6HVVLRQ�RQ�
6WDWLVWLFDO�'DWD�&RQILGHQWLDOLW\��%LOEDR������'HFHPEHU���������
�
�
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6KORPR��1����������6WDWLVWLFDO�'LVFORVXUH�&RQWURO�IRU�(XURSHDQ�&HQVXV�
'LVVHPLQDWLRQ��-RLQW�81(&(�(XURVWDW�:RUN�6HVVLRQ�RQ�6WDWLVWLFDO�'DWD�
&RQILGHQWLDOLW\��%LOEDR������'HFHPEHU��������
�
6KORPR�1����������6WDWLVWLFDO�'LVFORVXUH�&RQWURO�0HWKRGV�IRU�&HQVXV�
)UHTXHQF\�7DEOHV��,QWHUQDWLRQDO�6WDWLVWLFDO�5HYLHZ���������������
�
6SLFHU��.���DQG�7XGRU��&����������%DODQFLQJ�5LVN�DQG�8WLOLW\�±�6WDWLVWLFDO�
'LVFORVXUH�&RQWURO�IRU�WKH������8.�&HQVXV��-RLQW�81(&(�(XURVWDW�:RUN�
6HVVLRQ�RQ�6WDWLVWLFDO�'DWD�&RQILGHQWLDOLW\��%LOEDR������'HFHPEHU�������
�
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